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Abstract. Big data can bring public many benefits and opportunities. However, it also causes many 
critical issues. Privacy is one of the most important ethical issues in the information age, which has 
aroused public concerns. Users’ personal data will be collected and analyzed through big data 
technology, but in the process of data monitor and information collection, lots of security risks may 
threaten public’s data privacy. Some people may not fully aware that their information privacy is 
violated in many digital areas, so the essay will start from a case study of PRISM, which will help 
readers understand information privacy is a serious issue and the necessity of protecting public’s data 
privacy in contemporary. The next part is explaining causes of data breaches and illustrating the 
existing challenges in the era of big data. Finally, from the perspective of technology, legislation, and 
individuals, the essay introduces methods of protecting data privacy in big data era. 

1. Introduction 

Big data is a term for “massive data sets having large [1], more varied and complex structure with 
the difficulties of storing, analyzing and visualizing for further processes or results” [2]. User’s 
footprints on the internet, like browsing records, personal information, online shopping preferences, 
reviews on social media and other cookies form datasets, and these datasets will be integrated through 
the technology of big data. For example, the user’s research and purchase records will be recorded 
when they are shopping online, and the shopping website will recommend related products according 
to user preferences. Some companies will conduct targeted advertising or precise marketing based on 
the user’s search records. According to this, the wide application of big data can bring individuals 
benefits and organizations opportunities.  

Big data will lead to critical problems while creating values, personal information privacy is a 
serious issue today. Personal information privacy refers to “the ability of the individual to personally 
control information about oneself” [3]. This information can be regarded as data property of people 
themselves, and they have right control their own information or data. Individuals have right to 
control data and decide whether their data can be available to others or not [4]. Individuals’ will and 
right should be respected. 

Big data is a technology while privacy is belonging to human value, and the relationship between 
big data and privacy is like the relationship between technology and human value. This is a paradox: 
big data technology analyzes massive data through collecting user information. However, for 
individuals, they have the demand of protecting personal information. Users are producers of these 
data and they have right to preserve and control data. Normally, users use the password to protect 
their account information, but their information is visible to web developers or data analysts. If the 
user data is a library, the big data technology is the key that can open the library, and data analysts are 
readers who can browse all the books in the library. However, user data is not always safe; their 
information privacy is often violated because of data breaches or companies using data without their 
permission. Invading personal information privacy is a common phenomenon at present. However, 
there are many existing challenges hampering the protection of public information privacy. How to 
protect information privacy becomes a critical issue in big data era.  
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2. A Case Study of PRIS 

In the book 1984, the author George Orwell describes a society with ubiquitous government 
surveillance and people who live in a society without privacy. Reality has similarities with the book. 
Prism is a surveillance program promoted by United States National Security Agency (NSA). In June 
2013, Snowden disclosed the secret documents of the PRISM to the Guardian and the Washington 
Post. PRISM is a top-secret surveillance program which allows official organizations to collect 
public’s digital information on the internet, including users’ search history, email, files, and chats [5]. 
It is found that PRISM is a data-collection program that promoted by the government of the U.S. and 
without individual warrants. The original intention of PRISM is monitoring online communication of 
terrorists, and ensures the safety of citizens, but now the program is far more invasive [6]. Today’s 
PRISM monitors people’s behaviors on the internet and causes psychological panic and people don’t 
realize how their data will be used. Even more disturbing is that the wide range of data is provided by 
Internet giants, like Microsoft, Google, Yahoo!, Facebook, YouTube, Skype and Apple [7]. Users’ 
data can be monitored and analyzed without informed, what’s more, some internet companies even 
provide the data source for government, which is an obvious violation of users’ information privacy. 
People use these websites in their daily life, but they may not consider that their data is being 
monitored when they are surfing the internet. 57% of Americans believe that the monitoring of 
public’s information is unacceptable [8]. 

There is an emerging information privacy concern among the public after Snowden exposed the 
NSA’s online surveillance program, but what makes public disappointed is that even they are aware 
of their data is monitoring by government, they cannot stop the NSA spying. In addition to the NSA, 
other organizations or companies may also monitor users’ data all the time. If you use the Internet, 
search on Google, social with others on Facebook, chat through Skype, your data may be collected 
and personal information may be exposed to “invisible eyes”. But it does not mean that the future of 
information privacy is pessimistic. Disseminating knowledge related to information privacy is 
necessary because it can arouse public’s awareness of information privacy, help users better 
understand why data were leaked, why it is difficult to protect information privacy and methods of 
protecting their privacy. If more and more users are aware of the seriousness of the privacy issue, it is 
possible that more measures will be taken to protect information privacy in the big data era. 

3. Cause and Challenges 

Public needs to understand how their information privacy is violated. Information privacy will be 
violated when data breaches occur and data breach is the main reason for invading users’ information 
privacy. Most breaches are about money and attackers are motivated by greed and miscellaneous 
errors are one of the top patterns of data breaches [9]. It is demonstrated that because of a technical 
glitch, Facebook has inadvertently exposed 6 million users’ personal data, including phone numbers 
and email addresses to unauthorized viewers [10]. As one of the most widely used social networking 
websites in the world, there are hundreds of millions of users in Facebook. Users’ information is 
accessible on the social networking site, their information privacy will be challenged if data breaches 
occur. The incident caused panic among users who worried that data breaches could have an impact 
on their privacy.  

In addition, crime ware or hacking is also the main reason for data breaches. It is essential to 
maintain the privacy of confidential customer information such as personal information, credit card, 
and password [11]. In 2017, a giant data breach happens in Equifax, which owns the credit history 
data and personal information of 800 million people around the world, confirmed 143 million 
people’s personal data has been hacked [12]. Another example is Yahoo, a world well-known portal 
web, has been attacked by hackers and more than 1bn user accounts were compromised, which 
illustrates that even large internet company can be attacked by hacks [13]. Hackers seek improper 
benefits by getting access to users’ personal information, such as credit card number, password, 
transaction records, etc. 
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Furthermore, it is demonstrated that enterprises may share customers’ information with other 
parties without their permission. Many retailers are using complex ways to track consumers online, 
and the giant retailer, Walmart is gathering big data or massive information of online customers, then 
analyze these data to shape business decisions [14]. Customers’ data are important for decision 
makers. However, consumers produce data, including their footprints in the website, their location 
information and so on, these data are the property of consumers. However, customers do not 
understand how the retailer uses their online data. If the company use consumers’ data for 
commercial purpose and share them with other parties without customers’ permission, it will violate 
customers’ information privacy. 

Data can be attacked by hacks and shared by enterprises without permission. Public’s sensitive 
information, property security may be threatened by hacks or sold by organizations in many areas. 
But there are many challenges hampering information protection and the difficulty of privacy 
management is increasing in recent years. “Big Data concern large-volume, complex, growing data 
sets with multiple, autonomous sources”, which means big data is dynamic and diverse. In 
technology dimensions, the process of analyzing big data can be complex, some unexpected errors 
may happen during data processing [15]. Even large internet companies, like Facebook, can’t 
completely avoid miscellaneous errors. These errors during data processing will result in data 
breaches and increase the difficulty of information protection.  

In legal dimensions, big data ratchet up the significance of data protection standards but the 
current data protection laws are not consistent or completed [16]. The definition of “invade individual 
privacy “is obscure, which makes it hard to determine whether the behavior constitute crimes. In 
addition, the scope of privacy right is also changing with the development of era, which makes it 
difficult to determine sensitive information and personal privacy. The inherent contradiction between 
enterprise service and user privacy is another challenge for privacy protection in big data era. Big 
data is an essential method to extract various internal and external data sources, and by researching 
these data, business strategies and marketing decisions can be made [17]. This means big data is the 
key to business development and enterprises need to collect users’ data by applying big data 
technology. However, customers are not in the same position with companies, they are worrying that 
their privacy can be violated in the process of integrating data. More seriously, sometimes their data 
can be sold by websites to make profits.   

4. How to Protect Information Privacy? 

Although there are many existing challenges in protecting personal information privacy, public’s 
information privacy can be preserved from different perspectives. Organizations and companies 
should be responsible for their customer's information privacy, governments should enact policy to 
protect personal information privacy. As the owner of data, individuals also need to concern data 
security and protect personal information in daily life.  

Some internet companies are a victim of hack attack, to avoid malicious attacks, they need to build 
a strong firewall to detecting and thwarting cyber-attacks. The existing technical methods to protect 
data privacy are “passwords, controlled access, a two-factor authentication, which requires a user to 
submit two of three authentication factors before gaining access to a resource or service.”[18] There 
are advanced technological solutions to protect data privacy, including cryptography, encryption, and 
virtual barriers and monitoring software. If these technical methods can be applied to practices, then 
some cyber-attacks can be monitored. One of the noticeable solutions is that controlling the possible 
data breaches by applying explicit authentication mechanisms [19]. Take social networking as an 
example, if authentication mechanism is applied in the area, the possibility of being attacked by 
malware can be reduced to a certain extent. 

Governments have the responsibility to protect public’s information privacy by enacting 
regulations. Related rules and regulations that protect privacy need to be updated with the 
development of big data. The European Union released General Data Protection Regulation to protect 
public’s data privacy [20]. It is illegal to share personal data with other parties or use these data for a 
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purpose without users’ consent [21]. However, there are no clear regulations that protect information 
privacy in many areas. If data can move to these unregulated areas, users’ information will be invaded 
without restrictions. In some areas, many existing regulations cannot keep pace with era development 
[22]. As a matter of fact, rules that aimed at protecting personal privacy and responding to data crimes 
need to be promoted. There is no comprehensive data protection legislation and no clear definition of 
sensitive data [23]. One of the issues is defining the concept of information privacy protection in the 
era of big data and standardizing the process of personal data collection and sharing mechanism. 
Governments need to strengthen cooperation and negotiation with others to promote regulations.  

Individuals also need to improve privacy awareness and take measures to protect their sensitive 
information. For example, when a user is asked to fill out some forms containing personal 
information on the website, they need to think twice before filling the form and do not submit 
sensitive information. Users create data via different methods, like websites, social networking, and 
many mobile apps. They share their personal information in social networking, use many apps to 
track their everyday life, and they are those who create or share data while organizations are 
collecting these data to gain insights [24]. According to this, if users want to protect their privacy, 
they should avoid disclosing sensitive data to a third party because the information may be lost or 
embezzled. And delete cookies on internet regularly is also important to protect their data privacy. 
Users also need to install antivirus software and firewall to strengthen the security of computer 
system, which can help to resist hack attacks. Backup important data and do not leak sensitive 
information are also needed. 

5. Summary 

Big data bring public and organizations many opportunities but also cause many issues on privacy 
protection. For individuals, they are in the demand of preserving their personal information and 
sensitive data, but big data is a technology that collects, manage and analyze these data. In the 
development process of big data, privacy breaches are happening frequently in the digital field, which 
makes public increasingly concern privacy protection issue. Data breaches happen in many areas, 
including e-commerce, social networking, finance, business, almost every aspect of personal life. 
Currently, there are many challenges, which involves technical challenges, legal challenges, social 
and ethical challenges, these challenges make privacy protection more difficult in big data era. 
Governments and organizations urgently need to develop regulations to standardize the industry, and 
against data breaches. Individuals should take their responsibility to protect their sensitive 
information. The digital world is evolving while big data is developing, we believe that big data can 
improve the well-being of the public, and privacy can be well protected in the future. 
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