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Abstract 

The approach to the study of the components hardware-software complexes (HSC) survivability on the efficiency 

index for the interval uncertainty of the state’s structure components is described. The problem of estimating the 

impact of HSC efficiency indexes variability in different operation modes on the evaluation under of target 

efficiency survivability is formulated. The study’s results for various structures of HSC states are shown.  
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1. Introduction 

Information management support systems, which are 

essentially complex hardware and software systems, 

have now become a key factor in determining the safety 

and efficiency of complex systems [1, 2]. The system-

forming role of information support systems is due to 

the inseverable unity the complex tasks of managing 

complex objects implemented within the system 

approach and the tasks of constructing and using 

information support systems for solving control tasks [3, 

4, etc]. 

In the literature, various approaches and models of 

hardware-software complexes (HSCs) are described as a 

varieties complex systems, corresponding to different 

viewpoints on them; to different phases of the life cycle, 

etc. [5]. Within these approaches, the three-component 

architecture of information systems is discussed in one 

form or another: the hardware; information; algorithmic. 

Within these architectures, the importance of the 

functional safety is emphasized in different forms, 

irrespective of the purpose, scale, complexity of 

information systems. 

The system characteristic "functional safety" can be 

associated with various static and dynamic 

characteristics, including vulnerability ([6, 7], etc.); 

survivability ([8-12], etc.); durability ([13], etc.). These 

characteristics are associated with different models 

constructed within various formal approaches. 

Evolutionary development is characteristic for 

HSCs. Therefore, the inclusion of new components in 

the system requires a comprehensive analysis of both 

these components in the system and the study of 

changes in the HSC properties, as a result of a change in 

its structure.  

Multicriteria analysis of alternatives to design 

solutions (in functional, information, organizational and 

other) in the early stages of the components life cycle 

included in the HSC, including studies of their 

survivability.  

In this paper, the approach to the study of the 

components HSC survivability on the target efficiency 

index for the interval uncertainty of the state’s structure 

components is described.  

2. Average Target Efficiency as an Index of the 

HSC Survivability 

Currently, literary sources [9, 10, etc.] give some 

different in form, but similar in content definitions of 

the concept "system survivability." The key points in 

these definitions are: 

 The system's ability to adapt to unforeseen 

situations caused by changes in the 

environment or in the system structure; 

 The system's ability to keep acceptable values 

consumer properties in this case. 

In this paper, the HSC survivability is understood as 

the system’s ability to adapt to the changed operating 

conditions, to resist negative effects by changing the 

properties of the structure components keeping 

acceptable system behavior for the consumer.  
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Target efficiency [14] describes the conformity of 

the system functionality in terms of users to its intended 

purpose. Because of this, the target efficiency can be as 

an integral characteristic of the conformity the HSC 

properties to consumer's ideas about the "normal 

functioning of system".  

3. Task Statement 

The initial data of the task are: 

a) The structure of the system states Str in the graph 

form ),( SV  , where iS – the nodes (states) of the 

system; ij – the edges connecting the i and j nodes, 

nji ;1,  . A set 
nS 1}{  is a complete group of 

incompatible events and each i node is associated with 

an efficiency index iЭ . 

b) Known basic values of efficiency indexes

);1(,
)0(

niЭi  , and the basic values deviations ranges 

},{ )()( U

i

D

i ЭЭ  of the efficiency indexes
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iЭ  to the 
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ii ЭЭЭ  , where
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i ЭЭЭ  . 

c) A well-known calculation functional based on 

);1(,
)0(

niЭi   and ij  basic integral characteristic of the 

target structure efficiency 

𝐴 ∶ {Э
𝑖

(0)

,  𝜆𝑖𝑗 }   → 𝑆𝑡𝑟(0) . 

d) The integral characteristic value of the target 

structure efficiency (k)Str , corresponding to the 

worsening of the efficiency index in the state k. The 

worsening is due to the change in the border set of the 

range ],[ ))((

k

))((

k

)(

k

PUPDP
ЭЭЭ  to the worst side 

compared to
)0(

kЭ . 

It is required: to what extent is it possible to 

compensate for the change in the integral characteristic 

of the target structure efficiency through a purposeful 

change in the border set of the range efficiency indexes 

for other than k nodes, i.e.  

 
Here  Ψ( )  – convolution rule. 

4. Estimating the Statistical Characteristic of 

Survivability 

Let there be a component of a distributed information 

system that can request memory / computing / 

information resources from other components of the 

system, at peak loads, or if it has free resources, to 

provide them on demand to other components that 

experience peak loads. Let the complete group of 

incompatible states be singled out );1(,S nii  . The 

difference in states is described, for example, by the 

volumes of the resources requested or provided. At any 

given time, the system can only be in one of the states

iS that is associated with an index of efficiency iЭ *, 

characterizing the volume of resources provided or 

requested. If resources are requested, the index iЭ is 

negative; if provided - positive. 

Let the target efficiency index of the system 

component is the index of the average volume of 

resources, determined by results of observations for a 

certain time period (statistical characteristic of the target 

efficiency):  




 
n

i

ii pЭЭ
1

                          (1) 

where ip – the average relative time the system is in a 

state iS , and 

 
It is believed the closer Э to zero the system is 

functioning better, that is, during the observation period 

volume of resources provided to other components are 

equal to the volume of resources received from them. 

The transitions between states (states structure) defined 

by features of incoming requests from outside. Possible 

state structures are the "line", "star", "ring", "network". 

The number of nodes in each states structure is four. 

Transitions between states i and j is associated interval 

estimate of weighting characteristics ij (transitions 

intensity), and ij  [0;10] for nji ;1,  . 

In the maintenance of the HSC, due to many 

external and internal causes, deviations in the properties 

of structural components from the expected values are 

possible ( iЭ corresponds to interval uncertainty) [16, 

17]. 
)0(

iЭ values are presented in Table 1. 

Table 1. 
)0(

iЭ  values 

)0(

1Э  
)0(

2Э  
)0(

3Э  
)0(

4Э  

[-10;10] [-10;10]  [-10;10] [-10;10] 

     

It is required to compare the structures survivability 

by the index of the target efficiency in the case when the 

range [-10; 0] is put in correspondence to 
)(

1

P
Э . 

Solution for the task 

The basis solution for the task is the following 

computer experiment. 

                                                 
* If the iS  is associated with a set of different types of resources, then 

iЭ  is a "generalized parameter", calculated on the basis of 

)Э
~

(:Э
~

ijiij Э  . Different formal schemes for determining the 

generalized parameter are described for example in [15]. 
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Step 1. The given number of times Q were generated 

uniformly distributed random numbers corresponding to 
)())(0(

, q

ij

q

iЭ  . For experiment, Q was taken as 1000. 

Step 2. The resulting solutions the Kolmogorov 

equations [18] corresponding to the structures shown in 

Fig. 1, the final probabilities values of the states
)(q

ip  

corresponding to
)(q

ij  were determined. Based on
)(q

ip  

with 
))(0( q

iЭ and (1) the values of the random variables

QqЭ
q

;1,
))(0(

  are determined. 

Step 3. Based on the sample of independent random 

variables {Э
Σ

(0)

}1

Q

, the basic integral characteristics 

(0)Str for each of the structures were calculated. As the 

basic integral characteristics were: 

(a) Estimates of the integral distribution functions 

)(ˆ (0)

ЭF . 

(b) Estimates of mean value )(ˆ )0(

ЭM and standard 

deviation )(ˆ )0(

Э . 

Step 4. The operations performed in steps 1-3 were 

repeated Q times when the efficiency index 

corresponding to the k system state
kЭ changed in the 

range kЭ  [-10;0]. Based on the received samples of 

random numbers {Э
Σ

(𝑃)

}1

Q

, the integral characteristics 

defined in step 3: )(ˆ )(

ЭF P
; )(ˆ )(PЭM  ; )(ˆ )(PЭ . 

Fig. 1 shows the estimates of the integral 

distribution functions obtained as a result of the 

experiment. 

The solid line in the figures shows the basic values of 

the integral indexes target efficiency. In Fig. 1 (a) 

)()4,1(

ЭF shows the case when indexes efficiency of 

the extreme structure nodes worsened, )()3,2(

ЭF  

shows the case when indexes efficiency of the second or 

third node worsened. In Fig. 1 (b) )()1(

ЭF  shows the 

case when the central node structure properties 

worsened;  )()4,3,2(

ЭF  –  when the properties of one of 

the terminal nodes worsened.  

 

 

 

 

 

 

c) Structure "ring" 

 
d) Structure "network" 

Fig. 1. Estimates of the integral distribution functions for 

different structures. 

 

a) Structure “line” 

 

b) Structure “star” 
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5. Conclusion 

The results of the study allow us to conclude the linear 

structure was the most sensitive to the worsening of the 

indexes efficiency. If compensating the average target 

efficiency of terminal nodes state structure due to a 

purposeful change in the border set of the range for 

other nodes efficiency indexes, the average deviation is 

smaller but the spread is wider. For a linear structure, if 

the properties of terminal nodes worsen, the stability 

characteristic is higher than in the case of worsening in 

the nonterminal nodes characteristics. The results 

obtained can form the basis for comparing the 

alternatives between state transitions at the design stage 

of the HSC.  
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