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Abstract 

The paper presents an ontological analysis of the terminology associated with the concept of vulnerability in the 

energy sector. The ontology of vulnerabilities is proposed. This ontology reflects the interrelationships between this 

concept and other cyber security concepts. Classification of vulnerabilities is presented. Possible means of 

protection for ensuring information security and cyber security in the energy sector are considered. 
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1. Introduction 

The use of information and communication technologies 

for monitoring the state of energy systems and their 

control is expanding in the context of the development 

and implementation of the smart energy concept. This 

requires a more detailed study of the cyber security 

problem in different stages of using computer 

technologies and systems in the energy sector [1]. The 

notion of "Vulnerability" is directly connectedwith the 

notion of "Security". The presence of various kinds of 

vulnerabilities in facilities and information systems 

leads to the implementation of threats and disruption of 

energy facilities functioning. 

Researchers in Melentiev Energy Systems Institute 

made an analysis of energy security threats in [2, 3]. 

Cyber threats are one of the strategic threats to energy 

security. We previously performed ontological 

engineering of threats [4]. In this paper,we propose an 

ontological analysis of possible vulnerabilities at power 

facilities, their classification, causes and methods of 

elimination. 

The ontology of vulnerabilities is part of the 

ontology system designed to harmonize research and 

development of an intelligent system and strategic 

decision-making support in the energy sector [5,6]. 

2. Vulnerability ontology use 

An ontological analysis or ontological engineering is 

held in order to identify the basic concepts of the 

domain and their interrelations. The ontological 

approach provides classification of vulnerabilities, their 

relationship with other concepts of this subject domain. 

Ontologies of vulnerabilities are used for similar 

purposes in the studies by foreign researchers. For 

example, the authors of [7] present an ontology of 

vulnerability designed to provide a structured 

representation and assessment of vulnerabilities. 

Security researchers, software developers, 

vulnerability coordinators, vulnerability information 

services and othersuse vulnerability ontologies. A 

vulnerability ontology is used as a methodological 

framework for the development of software and tools, 

including information and management systems. [8]. 

The vulnerability ontologies are also used to form a 

security requirements baseline [9]. 

All these ontologies contain basic concepts related 

to vulnerability, such as "Asset", "Attacker", "Attack", 

"Risk", "Countermeasures" and others. 

3. Basic definitions 

In the most general sense, the vulnerability is 

considered as a weak point or a parameter 

characterizing the possibility of causing any damage by 

external means or factors to the described system [10]. 

Since energy facilities are complex systems, 

vulnerabilities can be found in physical facilities, 

control systems, information systems, data transmission 

facilities and other locations. 
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The ITIL glossary of terms defines vulnerability as a 

weakness that can be exploited by a threat. Lack of 

control is also a kind of vulnerability [11]. 

Vulnerability of an object is the internal properties 

or weak points of an object that cause its sensitivity to 

the source of risk, which can lead to the realization of an 

event and its consequences. The vulnerability of the 

object depends on the location of the object, its size, the 

scheme of operation and the degree of life support, the 

level of protection, strength of the object and other 

qualities, as well as the nature, degree and means of 

influence, repetition of events. The property of 

vulnerability is opposite to the property of stability, this 

is an inability to resist external influence [12]. 

In computer security, the term "vulnerability" is 

used to refer to a weakness of a system that can be used 

to intentionally disrupt its integrity and cause its 

malfunction. Vulnerability may be a result of 

programming errors, deficiencies in the design of the 

system, weak passwords, viruses, and malicious 

programs. 

The state standard for information technology 

security defines vulnerability as the weakness of one or 

more assets that can be exploited by one or more threats 

[13]. 

Analysis of these definitions shows that the main 

concepts related to the concept of "Vulnerability" are – 

"Threat", "Asset", "External impact" and others. 

4. The relationship of basic concepts 

Vulnerability is one of the basic concepts that have a 

direct link to cybersecurity, along with such concepts as 

threat, risk, countermeasure (means of protection), asset 

(resource or object of protection), stakeholder 

(interested person, participant), and others. Figure1 

shows the basic concepts associated with the concept of 

"Security" and the relationship between them. As can be 

seen from the presented scheme, the concept of 

"Vulnerability" is associated with almost all other 

concepts related to security. 

As a rule, the vulnerability is associated with the 

asset, i.e. the asset may have the vulnerability. 

Accordingly, the threat may exploit the vulnerability to 

negatively impact on the asset. The assets of the 

company are a set of its property and money. Assets can 

be both physical energy facilities – equipment, 

production facilities, transport flows, communications, 

and non-physical, for example, management systems, 

personnel, information, investment funds, software and 

hardware, and others [14, 15]. 

The information technologies are widely used in the 

energy sector, therefore, any of the assets that have 

vulnerabilities can be subject to cyber threats. The issue 

of eliminating vulnerabilities and ensuring cyber 

security is most closely related to the use ofcomputer 

systems in the control of power systems at different 

levels. 

5. Causes and classification of vulnerabilities 

There are different causes of vulnerability, for example, 

design mistakes, deliberate actions during design, 

incorrect settings or inadvertent user actions. The other 

vulnerability causes are failures of hardware and 

software under external impact, the implementation of 

programs for unwarranted expenditure of resources 

[16]. Depending on these causes, the vulnerabilities may 

be classifiedas follows: 

 technological or architectural (connection of 

corporate devices to the unprotected wireless 

network segments), 

 organizational (lack of control over management 

processes, uncontrolled information flows, impact 

through contractors), 

 operational (weak passwords, unsupported versions 

of system software, the use of insecure control 

protocols). 

A more detailed classification of vulnerabilities 

involves the following attributes: the degree of 

premeditation, the stage in which the vulnerabilities 

occur, the level in the information system, the type of 

subsystem, a result of the impact and the object of 

impact as well as the level of risk. 

 

Fig.  1. The relationship of the basic concepts. 
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According to the degree of premeditation, 

vulnerabilities may be created intentionally or 

unintentionally. Vulnerabilities can arise in the stages of 

design, coding or operation. They can exist at the 

operating system level, in applications, databases or in 

communication networks. The vulnerability can be in a 

cryptographic, password or integrity subsystem. The 

presence of vulnerabilities may result in: 

 input and output errors, 

 denial of service, 

 unauthorized access to data, 

 violation of information integrity, 

 control violation. 

According to the risk level, vulnerabilities are 

classified as follows: 

 high – the possibility of direct access to information 

with root permissions, 

 medium – the ability to access to information which 

consequently allows you to get access to the site, 

 low – the ability to collect information about the 

system. 

6. Ontology of vulnerabilities 

The result of the performed ontological analysis is the 

development of ontology, as the main means of formal 

representation of knowledge domain. Fig. 2 shows the 

vulnerability ontology. 

The ontology presented in a graphical form is 

performed by using CmapTools and is aimed at 

illustrating the basic concepts and relationships between 

them. This allows us to drill down into the basic 

concepts at the next level, for example, to analyze assets 

that have vulnerabilities. 

As the assets are owned or used by the  

stakeholders, the relevant requirements or rules for 

compliance with cybersecurity (countermeasures) are 

formed for them. Similarly, an analysis of the likely 

threats, that exploit the vulnerabilities,makes it possible 

to envisage countermeasures against identified or 

possible intruders. 

7. The removal of typical vulnerabilities 

Traditional information security tools to address 

vulnerabilities include [17]: 

 Configuration management. The configuration of 

IT infrastructure components, including 

information security features, must meet the 

enterprise information security requirements 

because standard features can be dangerous if 

configured incorrectly. Monitoring should be 

carried out periodically. 

 Update management. System and application 

software updates must be installed and monitored 

regularly. 

 Change management. Introduction of major 

changes to information systems should be 

accompanied by testing of implemented 

information security mechanisms. The most 

significant changes are those concerning 

architecture of the system, its functions, 

information security tools and others. 

 Vulnerability management. It is necessary to 

monitor vulnerabilities and assess possible attacks 

aimed at exploiting the identified vulnerabilities in 

the existing infrastructure, use the assessment of 

risks and consequences from the impact on the IT 

infrastructure. It is necessary to determine the 

causes of inefficiency of the existing vulnerability 

management process. 

8. Methods or means of protection 

Cyber threats and cyberattacks in the energy sector are 

mainly related to corruption and loss of information in 

different stages of its acquisition, transmission and 

processing [18]. Information security system is a set of 

controls, performers, used equipment, as well as objects 

of protection. This system includes: 

 measures – a set of actions aimed at the 

development and practical application of methods 

and means of protection, 

 

Fig. 2. Ontology of vulnerabilities. 
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 equipment – means of protection, control, and 

management to ensure the protection of 

information, 

 methods – the procedure and rules for the 

application of certain principles and remedies. 

There is the following classification of information 

security: 

 technical means, which include noise generators, 

network filters and other devices that block the 

channels of information leakage or allow them to be 

detected. The advantages of technical means are 

associated with their reliability, independence from 

subjective factors, high resistance to modification, 

 software including programs for user identification, 

security system testing, etc. The advantages of the 

software are versatility, flexibility, reliability, ease 

of installation, the ability to modify and develop. 

The main drawback is the high sensitivity to 

accidental or intentional changes, possible 

dependence on hardware. 

 organizational means consist of organizational and 

technical (preparation of premises, laying of cable 

system meeting the requirements of limited access 

to it, etc.) and organizational and legal (legislation 

and work rules, established by the management of a 

particular enterprise). Organizational tools make it 

possible to solve many diverse problems. They are 

easy to implement, quickly respond to unwanted 

actions in the network, have unlimited possibilities 

of modification and development. The main 

drawback is the dependence on subjective factors, 

including the overall organization of work in a 

particular unit. 

Only a reasonable combination of all means can 

provide the least probability of cyber threats impact on 

the operation of energy facilities, and protect the 

process from failures. 

9. Conclusion 

The issues of cybersecurity of the energy industry, as 

the main object of critical infrastructure,are becoming 

increasingly moreacute in the present stage of the 

industry development. This is due to the introduction of 

modern digital technologies and intelligent networks. 

New computer technologies for measuring and 

transmitting data, monitoring operation and control 

systems increase vulnerability to cyber threats of both 

individual energy facilities and the entire power system. 

The performed ontological analysis makes it 

possible to study all relationships between the concept 

of "Vulnerability" and other concepts related to 

cybersecurity in the energy sector, take into account 

possible influencing factors, identify possible sources of 

hazards and provide appropriate measures to prevent 

cyberattacks on energy facilities. 

Detection of vulnerabilities is a periodic process, 

and its frequency should depend both on the criticality 

of the information processed in the IT infrastructure and 

on the characteristics of the infrastructure itself. 

The elimination of the identified vulnerabilities is a 

process of continuous improvement of the information 

security system. Its implementation will help to address 

current vulnerabilities and to reduce the likelihood of 

new ones. 
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