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Abstract—Wireless sensor networks (WSN) are a new self-
organizing network as a kind of military applications by RF 
wireless communications, so its security is very important. 
Intrusion detection system always be deployed at each node in 
previous research in defense mechanism in WSN, and it will 
produce great energy consumption. According to the 
characteristics of WSN, this paper puts forward a defense 
model based on the Bayesian game theory in WSN and 
analyses the game between the attacker and defenders. This 
model can improve detection rate and show higher energy 
efficiency.We study the achievable Nash equilibrium for the 
attacker and defender game in both static and dynamic 
scenarios.  

Keywords- Bayesian game, wireless sensor networks, security 
defense strategy 

I.  INTRODUCTION 

Wireless sensor network (WSN) is a distribution system 
with no center. Many nodes are integrated a sensor, data 
processing unit and communication module, they form a 
network through wireless channel [1].Wireless sensor 
network almost can not maintenance, and radio 
communication are not equilibrium. As a result of the 
wireless channel, distributed control technology, network is 
vulnerable to passive eavesdropping and active invasions 
attack. WSN is a new self-organizing network as a kind of 
military applications by RF wireless communications, so its 
security is very important. Therefore wireless sensor 
networks need to have the ability to defend attacks [2-3]. 

Generally, each node is configured IDS (Intrusion 
detection system) as a good defense model, and each IDS 
should always be activated. But the sensor nodes are energy 
limited, it is impossible that IDS is always on. How to adjust 
the strategy against the attack of malicious node? Game 
theory has many advantages in solving the cooperation 
problem between individuals [4-5]. 

Game theory applications in network security dates back 
to 1997, Syverson proposed the way of using rational 
stochastic game theory to analyze the normal network nodes 
and malicious nodes [6]. Lye and Wing and implemented the 
formal definition of the idea of Syverson in 2002 [8]. In 2003, 
Xu and Lee proposed a DDoS defense system, which is 
based on the complete information static game theory, and 
that the introduction of game theory makes the performance 
of DDoS defense system optimized [10]. Alpcan use the 
game theory to analyze intrusion detection in wireless 
network [11] [12]. Most of their researches were under 

complete information game for analysis, but in the wireless 
sensor network applications, it has not given incomplete 
information game model [13]. This paper on the basis of 
previous research presented a Bayesian game model of 
security and defense, and the simulation experiments in 
wireless sensor network platform prove the validity of the 
model and provide new ideas for the wireless sensor network 
security research  

II. DEFENSE MODEL BASED ON BAYESIAN GAME  

Definition 1 Game model 
(1) Players: There are two players. One is a node in 

WSN ， denoted by i . Its type space is 

{ , }m r

i i iN N N
(

m

iN represents a malicious node which can 

cause certain threats, a normal node denoted by 
r

iN  which is 

safe). The other player is IDS, denoted by j , its type space is 

jN { }djN (
d

jN  represents IDS which can detect the attack 
by malicious nodes). Each player do not know anything 
about the type of the other player, but they know the prior 
belief, action space, and payoff about other players. So, each 
player knows how the action space and payoff rely on their 
type of other players. 

(2) Action space: it is what actions the players can take. 
Player i  has two identities, if it is a normal node, then its 
action space is not attack, that is denoted 

by
( ) { }r

i iA N not attack=
, and if it is a malicious node, its 

action space is attack or not attack, that is denoted by 

( ) { , }m

i iA N attack not attack=
. Player j is IDS, its action 

space is defend or not defend, that is denoted 

by
( ) { , }d

j jA N defend not defend=
. 

(3) Prior belief: it is prior probability that the type of the 
other player the one thinks it is. We define the probability 

that a node is a malicious one is μ , denoted 
( )mip N

= μ , so 

if a node is a normal one, the probability is1 μ− , denoted 

( )rip N
=1 μ− , because of 

( )djp N
=1. 
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(4) Payoff: it is players earning from taking actions. 

Payoff of a malicious node is denoted by
( )mi iE N

, payoff of 

a normal node is
( )ri iE N

, payoff of defender is
( )dj jE N

. 

III. ANALYSIS BASED ON BAYESIAN NASH EQUILIBRIUM   

Payoff of players is given in table 1. 
ω  means the system loss caused by aggression, it is also 

the malicious node earnings when it successfully attack the 
system; α  means the probability of defender issued a 

correct alarm; β  means under no attack, the probability of 
defender issued a false alarm; γ  means further damage to 

the system caused by false alarm; dC  means the cost of 

nodes take intrusion detection; aC  means the cost of attacker 
launch attacks. 

 
We suppose that the probability of defender detection 

is p and the probability of attacker attack is q , then the 
payoff of defender is  

( ) ( ) (1 )j dE pq p C q pμ αω βγ βγ μ ω= + − + − −
   (1) 

The payoff of attacker is 
( )i aE q p Cμ ω ωα= − −

   (2) 
Based on Rules offinding derivative, we can get 

* aCp
ω

ωα
−

=
,

*
( )

dCq
βγ

μ αω βγ ω
+

=
+ + , so there is a mixed-strategy 

BNE 

( ( , ), ( )) (( * , ), * )m r d

i i i j ja N N a N q attack not attack p defend=
 

When p =1, q =1, 

 
( ( , ), ( )) (( , ), )m r d

i i i j ja N N a N attack not attack defend=
, then payoff of 

the player j  is 
( ) ( ) ( )j dE defend Cμ αω βγ βγ= + − +

  (3)  

    p =0, q =1, 
( ( , ), ( )) (( , ), )m r d

i i i j ja N N a N attack not attack not defend=
, 

then payoff of the player j  is 
( )jE not defend μω= −

   (4)  

If
( ) ( )j jE not defend E defend=

, it is

dC βγ
μ

αω βγ ω
+

=
+ +          

If
 dC βγ
μ

αω βγ ω
+

≥
+ + , then 

( )dj ja N defend=
 is the best 

strategy to player j .Under this case, 

player i choose ( , ) ( , )m r

i i ia N N not attack not attack= , 

 so
( ( , ), ( )) (( , ), )m r d

i i i j ja N N a N attack not attack defend=
is not a pure 

strategy BNE. 

If
dC βγ

μ
αω βγ ω

+
<

+ + , then
( )dj ja N not defend=

is player j ’s 

best strategy, and player i  should 

choose ( , ) ( , )m r

i i ia N N attack not attack= ,  

so
( ( , ), ( )) (( , ), )m r d

i i i j ja N N a N attack not attack not defend=
 is a pure 

strategy BNE. 
p =1, q =0, If player i ’s strategy is 

( )( , ) ,m r

i i ia N N not attack not attack= ,  player j ’s best 

strategy is
( )dj ja N not defend=

, so 
( ( , ), ( )) (( , ), )m r d

i i i j ja N N a N not attack not attack defend=
is not a pure strategy 

BNE. 

When p =0, q =0. If player j ’s strategy 

is
( )dj ja N not defend=

, player i ’s best strategy is 
( , ) ( , )m r

i i ia N N attack not attack= , so 
( ( , ), ( )) (( , ), )m r d

i i i j ja N N a N not attack not attack not defend=
is not a pure strategy 

BNE. 

IV. PERFORMANCE EVALUATION   

We have simulated our proposed model on GAMBIT 
[14]. 

Figure 1 shows the probability of defender issued a 
correct alarm α to the probability of player i choose attack 

strategy. [0.3,1]α ∈ , β =0.01, dC =100, ω =200, γ =150, 
μ ={0.4 ， 0.7}.Along with α bigger, the probability of 
malicious node taking aggression is smaller, and different 

values of prior probability μ  make different experiment 

results. How to determine the μ ’s initial value, it have a 
major influence to the whole game process. And as the 
intrusion detection should strive to improve their detection 
rate, thereby reducing malicious node invasion. 

Figure 2 shows the probability of defender issued a false 

alarm under no attack β to the probability of player i  choose 

attack strategy. [0, 0.1]β ∈ , 

α =0.7, dC =100, ω =1000, γ =200, μ ={0.1，0.4,0.7}.Along 

with β  increasing, malicious node taking an attack strategy 
is more possible, and different values of prior probability μ  
make different experiment results. In addition, when μ = 0.7, 
as the prior probability is quite high, the probability of 

malicious node taking attack strategy is lower, and as the β  
keeps getting bigger, the probability of malicious node 
aggression strategy has little change. 
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Figure 1.  α to the probability of player i choose attack strategy.  

 

Figure 2.     β
to the probability of   player i choose attack strategy.  

V. CONCLUSION 

In this paper, we proposed a Bayesian game defense 
model which can defense many types of attack in wireless 
sensor network. The defender takes effective strategy 
maximization of their profits according to the Bayesian Nash 
equilibrium. IDS should improve the probability of defender 
issued a correct alarm and reduce the probability of defender 
issued a false alarm to make a rapid response of the system. 
In practical application, defenders determine the value of μ  
according to the cognition of network environment. For 
example, if a sensor node in a hostile environment, we can 

set up a larger value. In the game, we assumed the behavior 
of each node would not be affected by other nodes, so when 
simultaneously multiple attack, the Bayesian game model 
can not make good performance, so this is a direction for 
future research. 
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TABLE I.  PAYOFF MATRIX OF THE GAME 

Player i  Action  

space 

Player
j

(IDS 

d

jN ) 

defend
 

not defend
 

Payoff of 
IDS Payoff of node 

Payoff 
of 

IDS 

Payoff of 
node 

Malicious 

node

m

iN  

attack  dCαω − (1 ) aCα ω− − ω−  aCω −
 

not attack dCβγ− − 0 0 0 

Normal 

node

r

iN  
not attack dCβγ− − 0 0 0 

 

The 2nd International Conference on Computer Application and System Modeling (2012)

Published by Atlantis Press, Paris, France. 
© the authors

 
 

1086



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [595.162 841.890]
>> setpagedevice




