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Abstract—Bus Rapid Transit (BRT) system as a new type 
public passenger transport system has been widely used, but it 
is lack of security mechanism and there is potential security 
hazard for the data transported between On Board Equipment 
(OBE) and Roadside Equipment (RSE). Radio Frequency 
Identification (RFID) technology brings user privacy and 
security concern because of wireless communication mode and 
no demand for line-of-sight. An efficient and secure 
authentication protocol is proposed based on the analysis of the 
security and privacy of RFID application in BRT system, 
which uses the Advanced Encryption Standard (AES) as 
cryptographic primitive. Compared with current typical 
protocols, this protocol efficiently prevents location tracking, 
spoofing, tampering, traffic analysis and replay attack, etc. 
Analysis result shows that this protocol is of high efficiency, 
low cost and good security.  

Keywords-Radio frequency identification (RFID),Security, 
Authentication, Bus Rapid Transit (BRT), Advanced Encryption 
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I.  INTRODUCTION 

Along with the development of urban economy, the 
urban transportation problem is growing increasingly serious. 
The basic way of solving the urban transportation problem is 
to devote major efforts to develop public transit. The rail 
transit has the merits of big capacity and fast running speed, 
since it depends on high cost and long construction cycle, 
which has limited the widespread application in the big cities 
of our country. The conventional bus transit has suffered 
hindrance in the development because of low speed and 
inferior service. Bus Rapid Transit (BRT) system is a new 
type public passenger transport system, which combines the 
benefits of rail transit with the flexibility and efficiency of 
conventional bus transit. Its appearance brings the turning 
point for solving the transportation problem in the big cities 
of our country [1]. However, owing to lack of security 
mechanism, BRT system is unable to guarantee the secure 
wireless communication between On Board Equipment 
(OBE) and Roadside Equipment (RSE) by using Radio 
Frequency Identification (RFID) technology. 

RFID is an emerging contactless technology using radio 
frequency to identify objects automatically, which is 
increasingly being deployed in diverse applications ranging 
from inventory management to anti-counterfeiting protection. 
RFID systems consist of Radio Frequency (RF) tags, or 

transponders, and RF tag readers, or transceivers. The object 
is equipped with a small circuit, called RF tag, and the 
information stored on the medium can be automatically 
retrieved by a reader device. This property can be used for 
wireless communication between vehicle and road in BRT 
systems. OBE and RSE communicate by RF signals, which 
makes a BRT system vulnerable to various attacks such as 
eavesdropping, spoofing, tampering, traffic analysis, and so 
on. These attacks may disclose sensitive information of OBE 
and hence infringe on privacy of vehicle. Therefore, it is of 
utmost importance to construct an efficient and secure 
authentication scheme in consideration of these potential 
attacks in BRT systems. 

The security measures range from simple password 
protection and destroying the RF tag at the point of sales to 
extensive use of cryptographic algorithms. Most researcher 
propose the use of one-way hash functions as cryptographic 
primitives for security protocols [2], [3]. Only a few 
proposals have been published which employ block ciphers 
like the Advanced Encryption Standard (AES) [4]. In this 
paper, we introduce an efficient and secure mutual 
authentication protocol for BRT systems using srong 
cryptography. The AES is used as cryptographic primitive, 
because it is standardized and considered to be secure. 
Implementing a cryptographic unit for OBE is challenging 
due to the stringent requirements concerning the three 
parameters of die size, clock cycles and power consumption. 
M. Feldhofer and J. Wolkerstorfer[5] analyze and conclude 
that the AES-128 is the best choice in comparison to the 
standardized cryptographic algorithms SHA-256, SHA-1, 
MD5, and ECC-192 regarding the introduced metric. 

The remainder of this paper is organized as follows. 
Section 2 reviews related works on RFID security and 
analyzes the protential privacy risks of current typical 
authentication protocols. Section 3 describes our proposed 
protocol followed by security analysis in Section 4. Finally, 
Section 5 provides a summary of our results. 

II. RELATED WORKS 

Several papers have examined the protection of user 
privacy. We describe some of the related studies below. 

Hash lock scheme (HLK), by MIT [2]. This scheme 
prevents an exposure of tag ID by using cryptographic hash 
functions. Upon receiving a query from a reader, a tag first 
sends the hashed value of its key as a challenge to 
authenticate  the reader. The tag reveals its ID only when the 
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reader sends a pre-image (key) of the hashed value as a 
response. However, since metaID is fixed, the adversary can 
track the tag via metaID. Moreover, the random key and ID 
of the protocol are transported in plaintext, the system is 
vulnerable to spoofing and replay attack. 

Randomized hash lock scheme (RHLK), by MIT [2]. 
This is an extension of the hash lock type scheme. Each tag 
randomizes responses to a reader instead of a fixed tag 
response in order to protect location privacy. However, once 
IDk is eavesdropped, the attacker can impersonate the tag to 
a legitimate reader. Furthermore, this scheme is not scalable 
since the reader’s computational workload is linear in the 
number of possible tags stored at the back-end database, 
which make the system susceptible to denial of service attack. 

Hash lock chain scheme (HLKC), by NTT lab [3]. 
Initially tag has initial information s1. In the i-th transaction 
with the reader, the RF tag sends ai = G(si) to the reader, 
renews secret si+1 = H(si) as determined from previous si, 
where H and G are one-way hash functions. With tag-to-
reader unilateral authentication, the protocol can not prevent 
the system from spoofing and replay attack. 

Strong authentication for RFID systems using the AES 
algorithm, by project ART [4]. The ART project team 
selected AES-128 as a cryptographic primitive for symmetric 
authentication. The paper uses unilateral authentication, 
which works as follows: there are two partners A and B. 
Both possess the same private key K. B sends a random 
number rB to A. A encrypts the random number with the 
shared key K and sends it back to B. B proofs the result and 
can verify the identity (in other words the possession of K) 
of A. In this case, tracking and traffic analysis attacks are 
possible. The attacker sends the same number r to a tag. 
Then the tag replies with the fixed encrypted value of r to the 
attacker. Location privacy of the tag may be exposured. In 
addition, it is likely for the attacker to obtain the shared k 
value by analyzing many combinations of r and Ek(r). 
Therefore, the attacker can impersonate a legitimate reader to 
the tag or a legitimate tag to the reader. 

Mutual three-pass authentication protocol (MTAP), by 
ISO/IEC 9798-2 standard [6]. Mutual authentication between 
reader and RF tags is based upon the principle of three-pass 
mutual authentication in accordance with ISO 9798-2, in 
which both participants in the communication check the 
other party’s secret cryptological key. Each tag has a unique 
cryptological key via the key diversification scheme that is 
based on the tag’s serial number and a master key, which is 
stored on the security access module (SAM) in the reader. 
This way of authentication enhances the security mechanism 
between reader and tags with the use of a master key but do 
not deter adversary from tampering attack. 

Electronic toll collection (ETC) equipment application 
security, by Ministry of transport [7]. The payment 
transaction is secured by a two way authentication process, 
which consists of access credentials and message 
authentication. In order to Get/Set any application date 
from/to the OBE, the RSE must present a valid 
accessCredentials to the OBE. Before the application data 
are accepted by the RSE, the OBE has to present a valid 
authenticator to the RSE. the calculation of those signatures 

(accessCredentials and authenticator) is based on Triple Data 
Encryption Standard (TDES) algorithm. Keys are derived 
using TDES algorithm in order to increase the protection of 
the master key. However, AES outperforms DES and TDES 
in fulfilling the stricter data security requirement because of 
its enhanced security levels. In addition, known plaintext 
attack may exposure the AccessKey even the 
MasterAccessKey,then the attacker can duplicate a fake tag 
to spoof a legitimate reader. 

III. PROPOSED MUTUAL AUTHENTICATION PROTOCOL 

A. Notations 
Tab.1 provides the notations used in the description of 

our proposed protocol. 

B. Initialization Setup 
       The data fields of a RSE are initialized to M and KM. 

An OBE stores IDi, Mi and Ki. In addition, RSE and OBE 
equipped with a PRNG can perform eXclusive-OR (XOR) 
and the AES-128 encryption/decryption operation. 

C. Authentication Process 
When an OBE enters the operating range of a RSE, the 

RSE starts a protocol for mutual authentication. The detailed 
procedures are shown in Fig.1. 

 
Figure 1.  Proposed authentication scheme 

1) Step 1(Prior Command): The mutual authentication 
begins by the RSE requesting the serial number IDi of the 
OBE. When the RSE receives the IDi, the SAM in the RSE 
computes the OBE’s specific key Ki=E(IDi) using the master 
access key KM and AES-128 algorithm, then the derived 
mask bit Mi=E(M) is calculated using the master mask bit M 
and derived cryptological key Ki, so that these can be used to 
initiate the authentication procedure. 

2) Step 2(Challenge): The RSE generates a random 
number R1, then the value of MXR is calculated using Mi 
and R1 through XOR operation, hence the RSE sends Query 
and MXR to an accessing OBE. When queried, the OBE 
generates the new symmetric key Ki' by XOR operation 
using R1, which is extracted from MXR, then another 
random number R2 is generated in the OBE and this is used 
to calculate TokenOR=E(R1||R2) with the secret key Ki'. 
TokenOR is sent to the RSE as a response frame. 
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 3) Step 3(OBE authentication): When the received 
TokenOR is decrypted in the RSE, where a symmetric key 
Ki'=Ki⊕R1 is calculated, the random number R1' contained 
in the plain text is compared to the previously generated R1. 
If the two figures correspond, another new symmetric key 
Ki'' is calculated using Ki' and R2 through XOR operation, 
then the RSE computes TokenRO=E(R1⊕R2) using the 
secret key Ki'' and forwards TokenRO to the OBE as a reply 
frame. 

4) Step 4(RSE authentication): The OBE decrypts the 
received TokenRO and checks whether R2, which is 
generated previously, corresponds with R2'. If the two 
figures correspond, RSE and OBE have thus ascertained that 
they belong to the same system and futher communication 
between the two parties is legitimate. 

IV. SECURITY ANALYSIS 

In this section, we briefly give a security analysis of the 
proposed scheme. We claim that our scheme achieves the 
following security properties. We denote the adversary as µ, 
and a legitimate RSE and OBE as Ri and Oj respectively. A 
fake OBE j impersonating the real OBE j is depicted as Oj'. 

Location tracking: Under this attack, by repeatedly 
querying with a value that yields a consistent reply, µ will be 
able to track the movements of Oj. Under our scheme, µ can 
reuse the same MXR for every query, but cannot predict the 
random R2 generated each time by Oj. In the protocol, we 
return the entire TokenOR with the dynamically changed 
symmetric key. Since R2 is a random number chosen by the 
OBE for each query, µ learns nothing from the repeated 
queries. 

Replay attack: Replay attack is the attack that the 
adversary µ spoofs as legitimate OBE. First µ eavesdrops 
and obtains the responses from OBE, then µ can spoof the 
legitimate OBE by transmitting the obtained responses to the 
legitimate RSE. In our scheme, µ may replay the response 
TokenOR from an OBE. However, the RSE will find the 
invalidity of the replay value, because the random numbers 
R1 and R2 are different and independent in each session. 

Spoofing attack: Under this attack, the adversary µ 
usually first queries Oj and obtains a response. When a 
legitimate RSE queries, µ attempts to pass off his 
counterfeits as legitimate. µ succeeds if Ri believes that Oj' is 
Oj. Under our protocol, µ transmits the obtained response to 
fool a RSE, but the RSE generates a new random number R1' 
and the symmetric key changes with R1', thus TokenOR ≠
Token'OR. Therefore, it is impossible for µ to make the 
correct response. 

Eavesdropping: Here µ is able to observe all interactions 
between Ri and Oj. In others words, µ learns MXR, 
TokenOR, TokenRO. In this case, random number R1 
delivers to the OBE through the mask operation, then the 
data block R1||R2 and R1⊕R2 are transmitted using AES-
128 algorithm with the dynamical key, the value of the 
response changes all the time, which means that 
eavesdropping is completely worthless. 

Tampering attack: Under this attack, the adversary µ 
partially or completely tampers the content of information 

transmitted between RSE and OBE. In our scheme, µ is 
unable to convert primitive information into another 
legitimate one without access key. Any modification on the 
values TokenOR and TokenRO will cause authentication 
failure but not authentication error. 

Traffic analysis: Under this attack, the adversary µ 
repeatedly queries OBE and receives data. By intercepting 
and analysing the responses from OBE, µ can extract the 
sensitive information. In our protocol, it is impossible for µ 
to obtain the derived key Ki value through analyzing many 
combinations of TokenOR and TokenRO, because the 
symmetric key changes along with R1 and R2 updating. 

Security comparisons with the previous schemes are 
summarized in Tab.2. 

V. SUMMARIES  

In this paper, we proposed a mutual authentication 
protocol for Bus Rapid Transit using the symmetric AES-
128 algorithm as cryptographic primitive. Our protocol 
achieves desirable security features of a RFID system and 
efficiently withstands all the possible attacks that break the 
security of the previous schemes. A major departure from the 
previous research is that our scheme does not require back-
end database support and dynamically changes the 
symmetric key. These excellent features make it very 
attractive to BRT system. 
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TABLE I.  NOTATIONS 

Not
ation Representation 

E(⋅) symmetric cryptography (AES-128) 
PR

NG 
pseudo-random number generator

KM master access key
Ki derived cryptological key
M master mask bit
Mi derived mask bit
IDi the serial number of the OBE
MX

R 
converted mask bit

Ki', 
Ki'' 

dynamical symmetric key

R1 a pseudo-random number generated in the RSE
R2 a pseudo-random number generated in the OBE
|| concatenation
⊕ eXclusive-OR

 

TABLE II.  COMPARISONS OF THE SECURITY (○: SECURE, ×: INSECURE) 

Protocol H
LK 

R
HLK 

H
LKC 

A
RT 

M
TAP 

E
TC 

Prop
osed 

Location tracking × ○ ○ × ○ × ○ 
Replay attack × × × ○ ○ ○ ○ 

Spoofing attack × × × ○ ○ ○ ○ 
Eavesdropping × × ○ ○ ○ ○ ○ 

Tampering attack × × × ○ × ○ ○ 
Traffic analysis × × ○ × ○ × ○ 
Dynamic key No No No No No No Yes 

Mutual authentication No No No No Yes Yes Yes 

 
 

The 2nd International Conference on Computer Application and System Modeling (2012)

Published by Atlantis Press, Paris, France. 
© the authors

 
 

1393



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [595.162 841.890]
>> setpagedevice




