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Abstract—The problem of wireless security for the downlink of
multi-stream multicasting MIMO systems overheard by multiple
multi-antenna eavesdroppers is investigated. We assume that the
transmitter has perfect knowledge about the channel to desired
users and the eavesdroppers. An efficient secure precoding scheme
is devised that is based on signal-to-leakage-and-noise ratio (SLNR).
The scheme maximizes the overall minimum SLNR of intended users
subject to constrains on total available power and maximum allowable
signal-to-interference-and noise radios (SINRs) of the eavesdroppers.
Our design decouples the precoder design problem by using SLNR
and advocates joint optimization of the precoding matrices and AN
spatial distribution with lower computation complexity. Simulation
and complexity comparison are provided to show the benefits of the
proposed scheme.

Index Terms—Signal-to-leakage-and-noise ratio (SLNR),linear pre-
coding, multi-stream multicast.

I. INTRODUCTION

W IRELESS multicast will support a variety of application
such as group-oriented mobile commerce, distance educa-

tion, and military command and control systems [1]. Its solutions
are needed to exploit the idiosyncracies of wireless medium, in
which the communication can be disrupted because of interference,
noise or signal attenuation. Quality of service (QoS) and max-
min fair (MMF) designs for multicasting applications were first
proposed in [2]. However, it was shown that the core problem is
NP-hard. In [3], a relaxation techniques based on semidefinite pro-
gramming (SDP) is used to achieve the high-quality approximate
solutions. Furthermore, the problem of transmit beamforming for
multicasting to multiple cochannel groups under QoS and MMF
criteria was investigated in [4]. Unfortunately, many related works,
such as the aforementioned, do not guarantee any kind of security.

On the other hand, physical layer security has caught growing
attention recently in both information theory [5] and signal pro-
cessing [6], as a viable, powerful alternative to blocking eavesdrop-
ping attempts in an open wireless medium. One of the meaningful
ideas for physical layer security is that of artificial noise (AN)
[7], in which a fraction of the transmit power is allocated to
send artificially generated noise, to interfere the eavesdroppers. In
[8], the multicasting beamforming problem in MISO systems with
secrecy constraints for arbitrary number of users was researched.
Then, a SINR-based transmit beamforming scheme was extended
to the multigroup multicast scenario in [6]. However, the SINR
metric couples all of the precoding weights, which makes that it is
very difficult to obtain the solution, even though transforming the
nonconvex optimization problem to a convex and tractable fashion,
by recasting the problem as a semidefinite program (SDP).

Manuscript received June 15, 2012.
Jin Guang is with School of Vehicle Engineering, Zhengzhou Railway Vocational

and Technical College, Zhengzhou, China(e-mail:jguang80@sina.com). Cao Bing
is with Electronic Engineering Department, Zhengzhou Railway Vocational and
Technical College, Zhengzhou, China.

In this paper, we pursue an alternative scheme for designing
transmit precoding matrices and AN based on SLNR, which
can transform a coupled optimization problem into a completely
decoupled one [9] for multi-stream multicasting MIMO systems.
The design goal is to reduce the complexity of original problem
without much degradation in the performance over the optimal
solution. To do this, we consider the problem of maximizing the
minimum SLNR, received by any of the intended users irrespective
of the multicast group they belong to, subject to constrains on total
available power and maximum allowable SINRs of the eavesdrop-
pers. Fortunately, the objective function is the generalized Rayleigh
quotient for a Hermitian and positive semidefinite matrix and a
Hermitian and positive definite matrix. So the precoding matrix
can be obtained with considering power constraints. However,
we cannot simply ”scale up” the precoding matrix to satisfy the
constraints as [9]. The reason is that, we herein deal with an
interference scenario, and boosting one group precoding matrix
also increases interference to other groups, which introduces a
power control problem as well as. The optimization problem still is
nonconvex. We show that it can be actually be solved in a convex
and tractable fashion by using semidefinite relaxation (SDR),an
approximation technique based on convex optimization [10]. The
main goal is achieved using the proposed scheme and confirmed
by simulation and complexity comparison.

II. SECURITY MODEL AND PROBLEM FORMULATION

Consider a downlink multiuser MIMO system comprising a
transmitter, Alice, with N antennas and K users, Bobs, each
equipped with M receive antennas. The transmission is overheard
by J eavesdroppers, Eves, each equipped with Q receive antennas.
Let Hk ∈ CM×N denotes the channel from Alice to Bob k.
And H̄k =

[
HH

1 , · · · ,HH
k−1,H

H
k+1, · · · ,HH

K

]H ∈ C(K−1)M×N

represent the corresponding concatenated leakage channel for
legitimate users. Let Gj ∈ CQ×N denotes the channel from Alice

to Eve j. And Ḡ =
[
GH

1 , · · · ,G
H
J

]H
∈ CJQ×N represent the

corresponding concatenated leakage channel for eavesdroppers.
A spatially uncorrelated flat Rayleigh fading channel is assume.
The elements of Hk and Gj are all modeled as independent and
identically distributed complex Gaussian variables with zero-mean
and unit-variance. Furthermore, we assume Hk, Gj , H̄k and also
Ḡ, have full rank with probability one.

Let there be a total of 1 ≤ T ≤ K multicast groups,
T1, · · · ,TT , where Tt is the index set of the receivers partic-
ipating in multicast group t, and t ∈ {1, · · · , T}. In addition,
Tt∩Tl = ∅, l 6= t, ∪tTt = {1, · · · ,K}. For guaranteeing physical-
layer security, AN-aided transmit precoding is considered. In such
a scheme, neglecting the time index for notational simplicity, the
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transmit vector x ∈ CN×1 takes the structure

x =
T∑
t=1

Wtst + Z (1)

where st is a I × 1 data stream for the group t, which is assumed
to be independent of one another. And I ≤ M is the number of
data streams supported for group t and is assumed equal for all
the groups for simplicity. We also assume E

{
sts

H
t

}
= II without

loss of generality. And Wt ∈ CN×I is the tth transmit precoding
matrix, Z is the AN vector. We assume that Z ∼ CN (0,Σ), where
Σ � 0 denotes the AN spatial convariance. Then, for given Bob
k and Eve j, the received signal vector can be written as

yb,k = Hk

T∑
t=1

Wtst + HkZ + nb,k, k = 1, · · · ,K

ye,j = Gj

T∑
t=1

Wtst + GjZ + ne,j , j = 1, · · · , J
(2)

where nb,k and ne,j are respectively complex circular Gaussian
noise vector with zero-mean and positive definite covariance
matrix E[nb,knb,k

T ] = σ2
b I and E[ne,jne,j

T ] = σ2
eI. Let RH,k =

HH
k Hk denotes the correlation matrix of Hk. Following (2), the

SINR of Bob k can be formulated as

SINRb,k (Σ,W1, · · · ,WT ) =
tr(WH

i RH,kWi)
T∑

t=1,t6=i

tr(WH
t RH,kWt)+tr(ΣRH,k)+M/Iσ2

b

, k ∈ Ti (3)

where tr(·) denotes the trace operator. It is assumed that Eve can
reduce the effects of multiuser interference. The SINR for Eve j
to eavesdrop the ith data stream is

SINRe,j (Σ,W1, · · · ,WT ) =
tr(WH

i RG,jWi)
T∑

t=1,t6=i

tr(WH
t RG,jWt)+tr(ΣRG,j)+Q/Iσ2

e

, j ∈ {1, · · · , J} (4)

By using the SINR-based precoding scheme with max-min-fair
criterion for standard multigroup multicast in [4] [6], the design
problem can be formulated as follows:

max
W1,··· ,WT ,Σ

{
min

k∈Ti,i∈{1,··· ,T}
SINRb,k (Σ,W1, · · · ,WT )

}
(5a)

s.t. SINRe,j (Σ,W1, · · · ,WT ) ≤ γ, j = 1, · · · , J, i = 1, · · · , T
(5b)

T∑
t=1

tr
(
WtW

H
t

)
+ tr (Σ) ≤ P (5c)

Σ � 0 (5d)

where P is a given transmit total power, and γ > 0 denotes
the maximum allowable SINR threshold for Eves to eavesdrop
any data stream. According to the Claim 2 in [4], we can proof
problem (5) is NP-hard. Although the problem can be handled
approximately by semidefinite relaxation (SDR) [6], the relaxation
of problem (5) is still a quasi-convex problem. All in all, the
computation complexity of solving problem (5) is very high,
which includes bisection search, solving a sequence of SDPs and
Gaussian randomization [10] and so on. For T coupled matrix
variables in objective function, the main computation complexity
is introduced by the SDPs problem. Thus, in the following section,
a suboptimal scheme is proposed based on SLNR [9], which can

transform the coupled optimization problem into an approximate
decoupled one.

III. PROPOSED PRECODING SCHEME

In [9], the SLNR is defined as the ratio of received signal power
at the desired user to received signal power at other terminals plus
noise power. Considering J Eves, in multi-stream multicast MIMO
system, the SLNR related to Bob k can be given by

SLNRb,k (Wi) =
tr(WH

i RH,kWi)
tr(WH

i (H̄H
k H̄k+ḠHḠ+M/Iσ2

bI)Wi)
, k ∈ Ti

(6)

According to the SLNR criterion and (6), the precoding matrix
for the ith group, Wi, can be designed based on the following
metric

Wopt
i = arg max

Wi∈CN×I

min
k∈Ti

SLNRb,k (Wi) (7)

Since RH,k is Hermitian and positive semidefinite (HPSD) and
H̄H
l H̄l + ḠHḠ +M/Iσ2

b I is Hermitian and positive definite
(HPD). Therefore, by generalized eigenvalue decomposition, there
exists an invertible matrix Fk ∈ CN×N such that

FHk RH,kFk = Λi = diag (λ1, · · · , λN )
FHk

(
H̄H
k H̄k + ḠHḠ +M/Iσ2

b I
)
Fk = IN

(8)

with λ1 ≥ λ2 ≥ · · ·λN ≥ 0. The {λi} and the columns of
Fk are the generalized eigenvalues and eigenvectors of the pair{
RH,k, H̄

H
k H̄k + ḠHḠ +M/Iσ2

b I
}

.
Because (7) is a decoupled equality, we can get the opti-

mal precoder matrix for each users by extracting the leading I
columns of Fk as Foptk = ρkFk (II ; 0), where ρk is a scaling
factor for power constraint. Then the optimal precoder matrix
for each group can be obtained by Wopt

i = Foptik
, where ik =

arg min
k∈Ti

SLNRb,k, i ∈ {1, · · · , T}. The interest, in the paper, is in

active Eves cases, where Alice has knowledge of Eves’ CSI. So the
AN covariance can be designed to interfere Eves selectively [6];
ie., Σ = βḠHḠ/

∥∥Ḡ∥∥2
, where β > 0 is a scale factor determining

the power invested on AN. However, we cannot simply ”scale
up” the precoding matrix and AN covariance matrix to satisfy
the constraints as [9]. The reason is that, we herein deal with an
interference scenario, and boosting one group precoding matrix
also increases interference to other groups, which introduces a
power control problem as (9) which is at the top of the next page.

Although the resultant SDR problem is also a quasi-convex
problem, its optimal solution can be obtained by applying a
bisection search [10] in which a sequence of SDPs is solved. The
complexity of the SDP problems, by introducing SLNR, will be
reduced largely. The proposed scheme comprises the following
steps

1) Step 1:
• Max-min SLNR criterion is used to model an optimiza-

tion problem as seen in (7).
2) Step 2:

• Obtain SLNR-based candidate precoding matrices and
AN covariance matrix.

3) Step 3:
• Model a power control problem (9) to get optimal power

scale factors.
4) Step 4:
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max
ρ1,··· ,ρT ,β

 min
k∈Ti,i∈{1,··· ,T}

ρ2
i tr
(

(Fi (II ; 0))
H

RH,k (Fi (II ; 0))
)

T∑
t=1,t6=i

ρ2
t tr
(

(Ft (II ; 0))
H

RH,k (Ft (II ; 0))
)

+ βtr
(
ḠHḠ/

∥∥Ḡ∥∥2
RH,k

)
+M/Iσ2

b

 (9a)

s.t.
ρ2
i tr
(

(Fi (II ; 0))
H

RG,j (Fi (II ; 0))
)

T∑
t=1,t6=i

ρ2
t tr
(

(Ft (II ; 0))
H

RG,j (Ft (II ; 0))
)

+ βtr
(
ḠHḠ/

∥∥Ḡ∥∥2
RG,j

)
+Q/Iσ2

e

≤ γ,∀ (j, i) (9b)

T∑
t=1

ρ2
t tr
(

(Ft (II ; 0))
H

(Ft (II ; 0))
)

+ βtr
(
ḠHḠ/

∥∥Ḡ∥∥2
)
≤ P, β > 0, ρt > 0 (9c)

• Use an available generalized linear-fractional program-
ming method (e.g., by bisection) to solve problem (9).
Get ρoptt , t = 0, · · · , T and βopt.

5) Output:
• Wopt

t = ρoptt Ft (II ; 0) , t = 0, · · · , T and Σopt =

βoptḠHḠ/
∥∥Ḡ∥∥2

During step 4, a bisection search is used to handle the quasi-
convex problem (9). Since in each iteration the interval is halved,
the bisection search need NBS = dlog 2 (U − L) /εe iterations
[10].

IV. COMPLEXITY ANALYSIS

Step 1-3 of proposed scheme requires constant time. In step
4, the times of iteration is NBS = dlog 2 (U − L) /εe. In
each iteration, a standard SDP problem is needed to be solved.
The minimizing total power problem of (8) has T + 1 matrix
variables of size N × N , J linear coupled constraints and K
linear decoupled constraints. Interior point methods will take
O
(√

(T + 1)N log2 (ς)
)

iterations, with each iteration requir-
ing O

(
4 (T + 1)N6 + (J +K) (T + 1)N2

)
arithmetic opera-

tions [4]. In step 5, bisection search will be used repeatedly
to obtain optimal α?t , β?, w?

t and χ?. The times of itera-
tion is N (R)

BS =
⌈
log 2

(
U (R) − L(R)

)
/ε

(R)
⌉

. The problem has
T + 1 variable, J linear coupled constraints and K linear de-
coupled constraints. Similarly, interior point methods will take
O
(√

(T + 1)log2

(
ς(R)

))
iterations, with each iteration requiring

O (4 (T + 1) + (J +K) (T + 1)) arithmetic operations. Because
no relationship with SLNR, the other arithmetic operations, such as
matrix decomposition, multiplication as so on, are not considered
in the paper.

Using the same analysis method, we can get the complexity
of SINR-based precoding scheme. In the first bisection search,
each iteration requiring O

(
(T + 1)

3
N6 + (J +K) (T + 1)N2

)
arithmetic operations. In the stage of Gaussian randomization, each
iteration requiring O

(
(T + 1)

3
+ (J +K) (T + 1)

)
arithmetic

operations. It is easily observed that the proposed scheme has
a dramatic reduction in complexity compared to SINR-based
precoding scheme, especially for large T .

V. SIMULATION RESULTS

The proposed algorithm is compared with [6], where a two-
group multicast transmission is considered. There are four Bobs

. 

Fig. 1. Receiving performance comparison

and two Bobs form one group (K = 4, T = 2,T1 = {1, 2},T2 =
{3, 4}). Furthermore, the number of transmit antennas at Alice is
N = 12, and the number of antennas at Bobs are two (M = 2).
There are four Eves, each equipped with two antenna (J = 4, Q =
2). The transmit power limit is P = 25dB and the number of
randomization is L = 30. Bobs’ noise power is assumed as σ2

b =
0dB, and the number of trials for Monte Carlo simulations is 1000.
In Fig.1, the SINR curves of the worst-Bob are plotted versus
1/σ2

e , which denotes the overhearing ability of Eves. According
to (4), the SINR can be calculated after the approximate solutions
of (7) are available. It is observed that for the specification γ =
0dB, the SINR gaps between the SINR-based scheme and the
SLNR-based scheme are small and do not exceed 1dB. But, when
applying a more stringent specification on Eves by setting γ =
−5dB, we can get that.

VI. CONCLUSION

In this paper, a new secure precoding scheme , which is based on
SLNR and AN, for the downlink of multigroup multicast MIMO
systems was proposed. The aim to provide a reasonable tradeoff
between performance and computational complexity, is achieved
using the proposed scheme and confirmed by simulation.
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