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Abstract. For effect evaluation on the network attack (NA), the essentiality of the application of 
analytic hierarchy process (AHP) and Fuzzy synthetic evaluation method (Fuzzy AHP method) were 
introduced. With the help of AHP method, an index system was established, and then a judgment 
matrix was constructed, and the weight of each index was calculated as well. Meanwhile the 
normalization model of the evaluation index was presented. The Fuzzy synthetical evaluation model 
was analyzed, also the method to calculate the membership matrix was presented, and the application 
of the Fuzzy2AHP method in the effect evaluation of network attack was illustrated. 

Introduction 
With the rapid development of computer network technology, the network in various fields is 

applied widely. Especially in military field, the network has everything. It is because of this network 
is more and more big dependence, enabling the network and combat contact also more and more close, 
the network has become a new battlefield space. In the future net fight, how to effectively protect 
your network, maximum limit destroy enemy network became a prominent problem. Therefore, the 
theory of network attack in-depth study and network attack effect of the objective measurement and 
evaluation has the extremely vital significance. 

Establish the evaluation index system 
Here to network attack effect evaluation as target layer (A), according to each evaluation index (C) 

and assessment criteria (B) the correlation of different levels are formed into A multi-level structure 
model, as shown in figure 1. 

 
Figure 1.Network attack effect evaluation hierarchy 

The model of each index and assessment criteria correlation can be expressed as: 
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Use AHP to determine the weights of assessment indices 
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Establish judgment matrix, calculation the single weight and inspection consistency. 
According to the assessment criteria bi (1≤i≤5) on the target a important degree, using 1 ~ 9 scale 
method as a more standard, contrast to each other, using Delphi method to determine matrix element 
value, in order to structure the judgment matrix B. 
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Using root method to calculate judgment matrix’s maximum characteristic root λmax: 
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Compute random consistency ratio CR and check the consistency: /R I IC C R= and 

max( ) / 1 0.0059iC n nλ= − − = . RI is the average random consistency index, the value of 5 order 

matrix is 1.12. 0.0059 /1.12 0.00527 0.1RC = = < , showing that the consistency of judgment matrix 

is satisfied, the weight without logic errors, we can obtain the relative weight of bi to a: 

1 2 3 4 5( , , , , ) (0.131 7 ,0.384 7 ,0.061 9 ,0.384 7 ,0.036 9)ω ω ω ω ω ω= =  

According to the evaluation index cj to assessment criteria bi’s correlation, use the same method to 
establish cj to bi judgment matrix and weight for each event. 

Calculate the synthesis weights. In order to get the hierarchical structure of each level of all 
factors relative to the overall goal of the comprehensive weight, need will be calculated each single 
weight proper combination. According to the established in this article, this model has A, B and C 
three levels. 

Known B layer on A layer’s relative weight is (1) (1) (1) (1)
1 2( , , , )T

mω ω ω ω=  , C layer on B layer’s 

relative weight is (2) (2) (2) (2)
2( , , , ) , 1, 2, ,T

j ij j nj j mω ω ω ω= =  . Among them are not affected by bi 

dominant index weight is 0. Then comprehensive weight of C layer to the total target is: 

(0) (1) (2)

1

, 1, 2, ,
m

i j ij
j

i nω ω ω
=

= × =  . Thus, the C layer each index to the total target of 

comprehensive weight vector is (0) (0) (0) (0)
1 2( , , , )T

nω ω ω ω=  .  

Through the above calculation, and obtained A - B, B - C single weight and evaluation index on 
the target of comprehensive weight. 

Quantitative attack effect evaluation index 

Quantification of quantitative index.  
(1) The values of indicators of the dimensionless normalized model. 
This paper through using exponential function to establish a nonlinear dimensionless processing 

model, this model can reasonably reflect the different characteristics of index change trend. Here 
need to consider two kinds of circumstances. 

When the index value’s increasing leads to the optimal effect greater: max max min( )/( )( ) i i i iV V V V
iF V e − −= ; 

When the index value’s decreasing leads to the optimal effect greater: min max min( )/( )( ) i i i iV V V V
iF V e − −= . 
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( )iF V  is the index i’s dimensionless normalized index value, ,miniV  is the minimum of i, ,maxiV is 

the maximum of i. 
(2) Quantification of attack effect. 
In the attack effect in the process of quantification, the network attack before and after the index ci 

difference value as attack effect evaluation of a metric. 
When the index value and attack effect is inversely proportional, in this indicator of attack effect 

can be expressed as: 2 1 2 1( ) ( / )H lbE lbE lb E E= − − − = − . 

When the index value and attack is proportional to the effect, in this indicator of attack effect can 
be expressed as: 1 2 1 2( ) ( / )H lbE lbE lb E E= − − − = − . 

Obviously, if E1 = E2, the ΔH = 0, show that attack without any effect. E2 change more severe, 
shows that the effect of the attack the more obvious, ΔH is bigger also, visible ΔH can be used as a 
description of the attack effect. 

Quantization of the qualitative index.  
In the process of qualitative the quantification index, experts can reference Table 1 to measure 

attack effect. 
Table 1. Attack effect hierarchies 

Attack effect description Network damage / % ΔH score reference range 
No effect <5 0<ΔH<0.07 
General 5-20 0.07<ΔH<0.32 
Good 20-50 0.32<ΔH<1 

Obviously 50-80 1<ΔH<2.32 
Very good >80 ΔH>2.32 

Application analysis 
In OPNET simulation environment, use two attacks on the same network is simulated attacks, won 

the evaluation index of the relevant data. Here is the result of 2 times to attack, using Fuzzy-AHP 
method to evaluate the network attack effect analysis. 

(1) According to the results of the assessment index system, the evaluation factor set identified as : 
{ } { }1 2 1 2 11, , , , , ,mU u u u c c c= =   

According to attack effect good or bad sequence will comment set identified as : 
{ } { }1 2, , , mV v v v= = very good, obviously，good，general，no effect  

The corresponding fraction set is: 
{ } { }1 2, , , 100,80,60, 40, 20mS s s s= = . 

(2) According to attack effect grade, in attack effect quantification value interval determined the 
five characteristic value: iH (i=1,2,…,5), that is 2.32, 1, 0.32, 0.07,  0. According to the calculation 

and expert analysis, according to the membership degree method to determine the have been obtained 
respectively, and two against the membership degree matrix are P1 and P2. 

(3) According to the obtained above each evaluation index weight value and membership degree 

and 
1

n

i i ij
i

t rω
=

= × to calculate the two network attack effect evaluation results: 

1 (0.247 0 , 0.412 3 , 0.225 2 ,0.115 4 ,0)T = ; 

2 (0.382 0 ,0.485 0 ,0.133 0 ,0 ,0)T = . 

(4) Using the weighted average method to comprehensive evaluation set processing, get first 
network attack effect evaluation results is: 

1 1 73.5TT Sψ = × =  

The second network attack effect evaluation results is: 

2 2 85TT Sψ = × = . 
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Conclusion 
In this paper, the network attack effect evaluation method is preliminary and evaluation method of 

the model is set up and the selection of the element is a complicated process, especially for the 
practical application more should careful. Hope that through the network attack the thorough research, 
to evaluate the effect of network attack, and to formulate rational network security measures and 
effective network enemy attack strategy to provide the theory basis and practice method. 
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