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Abstract—In this paper, we propose a new type of
threshold proxy signature scheme: hybrid threshold proxy
signature (HTPS), in which a signature is cooperatively
generated by the partial original signersthemselvesand the
proxy signers on behalf of their own original signer in
threshold proxy way. We formalize the notion of security
for hybrid threshold proxy signatur e scheme and prove our
scheme’s security, such as, distinguishability, verifiability,
strong unfor geability, strong nonrepudiation, etc.
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l. INTRODUCTION

In 1996, the concept of proxy signature was first
introduced by Mambo et a ™. It allows an original signer to
delegate his signing power to a designated person, called the
proxy signer, who has the power to act on behaf of the
origina signer. Following the development of proxy
signature, the threshold proxy signature was also widely
studied . Threshold proxy signature schemes are designed
to delegate the signing power to a proxy group of proxy
signers. In a (t,n) threshold proxy signature scheme, the
proxy signature key is shared among a group of n proxy
signers delegated by the original signer. Any t or more proxy
signers can cooperatively sign messages on behalf of the
original signer.

Now, suppose there is a company with n, managers and
n, secretaries. It is often needed that a document is signed

by some department. If one or more managers needed in
generating a signature are absent, according to Wang et al
introduced hybrid proxy multisignature™, the secretary can
take part in generating a multisignature on behalf of him.

But there is a disadvantage in Wang's scheme: if a
manager and his proxy secretary are absent at the same time,
Wang's scheme can't solve this problem.

To solve this problem, we introduce a new kind of
threshold proxy signature: hybrid threshold proxy signature
(HTPS). In a HTPS, the every absent manager delegate the
signing power to a group of proxy signers for sharing signing
responsibility, the group of proxy signers use (t,n)
threshold scheme on behalf of the absent manager, then
proxy signers and the present managers cooperatively
generate signature.

The HTPS is a special case of threshold proxy signature
but more flexibility and functionality. The HTPS actualy is
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an arbitrary combination of the original signers partial
signatures and proxy signers partial signatures. Especialy,
when al actual signers are origina signers, the HTPS is an
ordinary signature scheme; when all actual signers are proxy
signers, the HTPS is an ordinary threshold proxy signature
scheme.

In this paper, we formalize a notion of security for hybrid
threshold proxy signature scheme. Then, we propose a new
hybrid threshold proxy signature scheme and prove its
security.

II.  NOTION OF HYBRID THRESHOLD PROXY SIGNATURE
SCHEME

A. Définition of Hybrid Threshold Proxy Signature

In a hybrid threshold proxy signature scheme, suppose
there are n, departments and each department has an

original signer and n, proxy signersas(Q,,P,) , here R, isthe

j proxy person in O groupi =1,---,n,, j=1---,n,. There is
adocument needed to be signed by original signer jointly. If
one or more original signers are absent, the proxy signersin
the absent original signer group on behalf their respective
origind signer to generate proxy partial signature in
(t,,n,) threshold way. The final hybrid threshold proxy
signature is cooperatively generated by the participant
original signers and the proxy signers.

We call such a signature generated jointly by some
ordinary signers and some proxy signers a hybrid threshold
proxy signature.

B. Syntax of Hybrid Threshold Proxy Sgnature Scheme

The definition details the components of a hybrid
threshold proxy signature scheme as following:
A hybrid threshold proxy signature scheme is a tuple
TPTS={G, S,V,PDCG, PSG, PSV, D}
e G The system parameters generation algorithm
input the secure parameters 1%, the algorithm output
the public and private key for the origina signers

and the proxy signer are(Q, , S, ), (Q; . Qz) -

e S The standard signing algorithm, S(m,S) =0,
input: message me {0,1}" and secret key S, output :
signature o .

e V Theverification agorithm, V(m,o,Q) =1or L,
input message m, signature o , public key of signer
Q . If the signature is valid, output 1, otherwise,
output L.
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e PDCG The proxy delegation certificate generation
algorithm, the original signers and the proxy signers
generate PDCG(K, , S, . Ky 1 S ) = (Ugp, §) cooper-
aively, input: random number and public key of
each group, output: proxy delegation certificate of
each group, then the clerk generate the final proxy
delegation certificate(U, S) .

e HSG The hybrid signature generation agorithm,
the participant original signers and the proxy signers
in the absent origina signers group collaboratively
generate. HSG(m,m,,(U,S), S, ’SR.):G , input:
message me {0,1}" , secret key of actua signers
$ Sp, , the proxy delegation certificate g and a
warrant m,, and msatisfies the requirements stated
in m,, output: hybrid proxy signature ho .

e HSV The hybrid signature verification agorithm,
Lverify (U,S). If itishold, do the next, otherwise L ;
2. HS/((U,S),m,mw,hO',Qq,QRJ):Oorl
Everyone can verify the valid of hybrid signature
with this agorithm. If valid, output 1, otherwise
output O.

e |ID The actua signers identification algorithm,
input a hybrid threshold proxy signatureho , output

the actual signers identification, or L in case of an
error.

A hybrid threshold proxy signature is the extension of
threshold proxy signature, so a security hybrid threshold
proxy signature scheme also satisfies the security such as
strong unforgeability, strong nonrepudiation, distinguish-
ability, resistance to conspiracy attack, etc.

Ill. A SECURE HYBRID THRESHOLD PROXY SIGNATURE
SCHEME

A Setup

PKG chooses G, and G, be two cyclic groups of prime
g, Let P be a generator of G, , e:GxG —G, be a
secure bilinear pairing, and choose two cryptographic hash
function H,:{0,}" - Z ,H,:{0,}" -G, .PKG pick a
random number s from Z°, compute P, =sP, keep s
as secret key. Publish {G,,G,,€e,q, P, Ppub, H,H,}.
B. The Private Key Generation

Given each original signer O (i=1,2,---,n,) hisidentity
ID, , PKG computers §, =sQ, =sH,(ID, ) asprivate
key.

Given each proxy signer P (i=12,---,n; j =1,2,+-,n,)
his identity IDRJ , PKG computerssﬂj = SQRJ = sHZ(IDPU) as
private key.

C. TheProxy Delegation Certificate Generation

1) Theoriginal signers O, (i =1,---,n;) choosek, from
Z,, computeU; =kQ, ,h =H,(m,[U;)) .V, =(k +h)S, .
Herem, is proxy warrant which records the identities of the

origina signers and the proxy signers, correspondence, the
parameterst,,t, , the valid delegation time, authorities. etc.

QO (@ =1---,n) chooses a random polynomial f(x) over
G, of degree t, —1:

() =V, +a,x+8,X° +---+8,_X*".
ComputesVRJ = fi(IDP”),(j =12,---,n,),
and sends thU to the proxy signers as their secret in

secure ways, computes A =e(hV; ,P), A =TT, A . and
publish (h,A.m,,U,).

2) Each proxy signer B, verifies e(hVFﬂ P)=A
received hV, . If the verification is hold, accept, otherwise,
reject.

3) O(@=12--,n) chooses k, from Z; , compute

U, =e(P,P).

P (j=12-n,) chooses k, from Z, , compute
U, =e(P,P)™ , and publish U, U, .

Each groupO, and P, cooperatively compute

Uge =Uq [T 7, Us 1 = Hy(m[Ug,).
O computes = S, W+ ko P
P, compute |; = SPJ W+ kﬁa P, send I; to G in secureways.
4) O verifies e(l;, P) = &(Q, , P,,)"U, receivedl, .
If the verification is hold,
O computes § =5+ 7 l;, and sends (U,;,,S) to O,
and B, astheir proxy certificate.
5) AfterO,and R received (U, ;. S), they verify

&S.P)=e(Q,, Ppub)hle(Z?ilQ& Pos)"Uqp -
If the verification is hold, accept (Uqp,S) .

O, computeU =" Ugp. S=2." S and publish (U,S)
asthefinal proxy delegation certificate.

D. TheHybrid Threshold Proxy Sgnature Generation

In order to sign messagem, without loss of generality,
we assume that O,,---,O, are the attendant original signers

and O, ,,,+-,0, arethe absent origina signers, P,,,---, R,

() ' Tty
(i=t,+1---,n) are the actual proxy signers of absent
original signers group.

1) O(i=1--t)openhisU, , every group's actual
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proxy signers compute and publish
U, =H:2:1UP” =t +1-n.
O(i=1-1), Bi=t+Ln;j=1-1,) cooperatively
compute D, =HLUQ 11" LaYiv= H, (M| D) -
2) R(i=t,+1--n;j=1--t,) compute
n =(OVem +S;, v +k, P
here 7, = [T, . (1D, (1D, ~1D,)
every group verify e(y, ,P) = A" &(Q; , P,,) Uy
if the verification is hold, computey, :ijly% as partia
signature fromQO to B, .
O(i=1--t) compute y, =S,v+k,P as his partial
signature, publish'y, , y, to O, in secure ways.
3) Oreceived y,, Y, verifies
&Y, . P) = &(Qy . Pos) U
&(Yp, P) = e (U, +hQy), Py) (X" Q5 1 Pr)'U,

If the verification is hold, comput&s

Y ZI 1yq

The proxy signature on mis (m,m

i tlJrlyP '
U.s).(v.Y)).

@’

E. Proxy Sgnature Verification

To verify a proxy signature (mm,,U,S),(v,Y)) for
message m, any verifier performs the following steps:

1) Veifiesproxy certificate (U, S) with verification

&S,P) = e(ZinilQO. ’ Ppub)h, e(ztl ?ilQRi ’ Pp“b)hlu
2)
Dop =e(Y,P)e(h 2., ,(U; +1Qq ). Po)

o3, Q0 Pu)eE 3,0y Pl
if and only if v =H,(m|Dy,) accept this proxy signature.

IV. CORRECTNESSAND SECURITY ANALYSIS

A. Correctness Analysis

1) The proxy delegation certificate is valid because of
the following:

SP)=eX " S P =eX (s +D ") P)
=e(Q 1 (S +kg P) 422 D™ (S, I +kg, P),P)
=e(X L SN P kg PP D S WL P)
CON 12 " ke PP

=61 Q Pu) e D" Qg Py) U

2)  Theverifier can verify v = H,(m|D,,) to prove

N
j= 1IIJ

hybrid threshold proxy signature (m,
m.

e(Y,P)=e(X! Vo + 21 Ve P)
=e(Y " [Syv+k PI+ D" wz Ve, P
o). SV Pk PPE(Y wz?_lhvﬁnuv.P)
o) LS P Y ke PP)
=e(h D U +hQy). P’ e(zileq,PpL,b)V

X 212 Puw) Do

Dor = (Y, P)[e(h 3" (U, +h Q) Puy)e(X. Q0 Pr)
COINNID I AN ) ot

So v =H,(m|Dy)

m,,U,,S),(v,Y)) on

B. Security Analysis
Like the general threshold proxy signature, the hybrid
threshold proxy signature scheme should satisfy the
following requirement:
1) Distinguishability
The valid proxy signature contains warrant m, , there are
the public key of origina signers and proxy signers in
verification equation.
2) Veifiability
In a valid proxy signature (mm,,(U,S),(v,Y)) on m,
the verifier can be convinced of the original signer delegated
the proxy signers, because there is proxy delegation
certificate (U,S) in proxy signature.
3) Strong unforgeability
Firstly, in proxy signature verification, the verifier
verifies proxy certificate (U,S) which contains secret,
private keys of original signers and private keys of proxy
signers, the others unknown these parameters. Secondly, the
signers use Hess scheme to generate proxy signature, Hess
scheme!® has already verified Security in the insider-attack
and outsider-attack.
4) Strong nonrepudiation
Verification equation contains origina signers and
proxy signers public keys, once a proxy signer creates a
valid proxy signature of an original signer, he can't
repudiate the signature creation.
5) Resistance to conspiracy attack
The clerk send blind factors instead of VR; =f (IDHJ ), to

the users, so anyone can't get the secret polynomial f (x) .

6) Prevention of misuse
The valid proxy signature contains warrantm, and m,

contains the valid delegation time authorities, etc.

V. CONCLUSIONS

In this paper, we propose a new threshold proxy
signature: hybrid threshold proxy signature scheme. Firstly,
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we formalize a notion of security for hybrid threshold proxy
signature scheme, and then we propose an identity-based
hybrid threshold proxy signature scheme with the bilinear
pairing. With analyzing, we find our scheme has many
secure characters, such as, distinguishability, verifiability,
strong unforgeability, strong nonrepudiation, resistance to
conspiracy attack, prevention of misuse, etc.
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