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Abstract—Based on Elliptic Curve cryptosystem, a threshold
signature scheme characterized by (k, |) joint verification for
(t, n) signature is put forward. After being signed by a signer
company employing (t, n) threshold signature scheme, the
information mis transmitted to a particular verifier company,
and then the signature is verified through the cooperation of
k ones from the verifier company with | members, so as to
realize a directional transmission between different
companies. Finally, the application examples of the
company encryption communication system, the generating
polynomial of company private key and public key were
given. The security of this scheme is based on Shamir
threshold scheme and Elliptic Curve system, and due to the
advantages of Elliptic Curve, the scheme enjoys wider
application in practice.
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L INTRODUCTION

The research is based on the following fact in digital
contracts.

A contract between two companies will be signed and
verified. This contract can not be exposed to any outsider,
otherwise it will have been altered and forged risk. In other
words, the verifier company group user must be determined.

In view of the above fact, it’s stipulated that there are n
members in a signer company, and only through the
cooperation of at least t members can some information be
effectively signed; On the other hand, only through the
cooperation of at least k ones from a verifier company with 1
members can the signature be verified. Thus, the digital
signature and verification system [1-6] before can not meet
practical needs, thinking that in the signature and verification
stage anyone who receives the document can practice
verification. Therefore, there shall be a general scheme [7, §]
in which the signer company and verifier company can be
regulated under a pre-stipulated security environment.

To solve the problem above, based on Elliptic Curve
cryptosystem, a threshold signature scheme characterized by
(k, 1) joint verification for (t, n) signature is put forward. The
security of the scheme is based on the intractability of
discrete logarithm calculation on Elliptic Curve[9] and
Shamir threshold scheme[10], and enjoys the characteristics
of reduced communication load and lowered calculation
complexity, etc.

II. DESCRIPTION OF THE SCHEME

There are three parties in the whole system, i.e., shared
distribution center (SDC), signer company and verifier
company. The scheme includes three stages, i.e., generation
of parameters, generation and verification of private
signatures, and generation and verification of company
signatures.

A.  Generation of Parameters

In this stage, SDC define the parameters of system
member and he firstly select the Elliptic Curve
E:y* =x’ + ax+b(mod p) and big prime numbers P and n,

where, a,be Z  4a* + 27b* = 0(mod p) , GF (p) = {0,---,
p—1}, and n is the order of primitive root. The value of

#E(GF(p)) is ranged between p+1i2\/6. G is base
point, and represents a primitive root of the Elliptic Curve,
where, Ge E(GF(p)) and order is n. p,N,G are used
and made public by the company. Next, SDC accepts the
registration of a group of signer or verifier, of whom
parameter properties are marked by subscript S or V.
Gs:{u Usz,"',Usn} and G, ={u,,U,,--,u,} are
respectively the companies combined by n singer and |
verifier. Finally, SDC randomly select interpolation
polynomials of the signer company Gs and the verifier
company Gy
f.0=a_x"+a.,x7 +--+aXx+a, modn

sl

f,(x)=c, X" +¢,, x> +---+¢,x+C, modn
Where, a,c; e [I,n—1],1<i<t-11<j<k-1.The
private key of the signer company is defined as f_(0) = a,,
with which the public key associated isY(s) = f.(0)Gmod p-
X4 € [1,n—1] are the randomly-selected integral numbers
for every member of the signer company of SDC, whose
private shadow f_(Xq),i =1,2,---,nare calculated and the
public key associated with are determined by Yy =
f.(X4)Gmod p,i =1,2,---,n. Similarly, the private and

public key of the verifier, the private and public key of the
verifier group can also be got. On the other hand, in order to
generate group signature, it is required for SDC to select a
secret polynomials for the signer company:

f,(xX)=b_ X" +b_,Xx? +---+bx+b, modn
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Where,
member, with which the public values associated are
Y, = f,(X;)Gmod p -The company value Yy4 = Y(b)=
f,(0)Gmod p is made public. For safety purposes, SDC

select a one-way hash function h () and make it public. To
sum up, all the parameters of the system are shown as
follows:

1. Public information in SDC: p,n, G, h()

2. Secret information in SDC: f_(x), f, (x), f,(X)

3. Public information of members: X§ Cor X\,,-) A
Coryy) » Vi
4. Secret information of
members: f(X,), f,(X,), f,(Xg)
5. Public information of the companies: Ygor Y,),
Y
6. Szcret information of the companies: f40), f(0)

f,(Xg) are the session keys of the signer

B. Generation and Verification of Private Sgnatures

According to the security strategy, any t members are
allowed to sign a piece of information on behalf of the
company in this scheme, and the members can
simultaneously and independently sign the information.
Without loss of generality, we express the t members for
signing as Uy, Ug, ..., and Ug. Every member Ug, 1<i<t,
carries out the following calculation with its own private
key f{Xs) and the public key of the verifier company V..

t —
= (%) 1,06 T ——modP M
j=Lj#i A& T g
The result {rq} is transmitted to the members
participating in signing through security channel, and every
member can calculate r as follows:

t
r=J]rs modP 2

Then, every member Ug signs the information m using
his private key fyXs) and the session key fy(Xg) through
Elliptic Curve signature scheme, i.e., calculates his private
signature with the following formula:

§ = h(m)f(xs)H_—X; f,00) [ ~

j=Lj=i j=Lj=#i

modn ®)

To verify the validity of private signature S, one member
is randomly selected as the secretary to be responsible for
the verification of private signatures and calculation of
company signatures. Following formula is employed to

verify private signatures by the secretary:
t —X. ? t — Xg
S =sG+ry, - ] S modp ()
i=Liz X T Xy i=1j= Xg = Xy
If the equation is right, the private signature of the
information is legitimate.

It’s testified as follow5'

t 00—
h(mys - [] I =h(m)- f,(x4) G- H

j=1,j# Xs Ay j=1,j# X’ ij

h(m)ys' :

)

It’s known from (3) that:

t 0 XS]
h(m) f,(x;) 5§41y (%)
Jll_JI#I =%y lH#l X5 — Xs;
Substituted to (5):
t O X t
h(m) Ys - H
j=lj# s_s FLj# Xs T Xy
0— X,
:s,<G+r-ybi-lL[ % mod p
j=Lj# Ad T g
End.

C. Generation and Verification of Company Sgnatures

After t private signatures are verified, the secretary
calculates the company signatures.

t
s=Y s modq (6)
i=1

The company signatures of information m are
transmitted to the verifier company G,, and any K ones of
the | members in company G, can cooperate to verify the
validity of the signatures. Every member Ui, 1<i<k, carries
out the following calculation with its own private key f(X)

and the public key of the signer company Y.

ke 00— X
fo = f,06)- () [ ——-modP 2
i=Li# Xe T Xy
Similarly, a secretary is randomly selected in the verifier
company to calculate:

K
r= H r;, mod P (®)
i1
Then, the company signatures can be verified as follows:
h(m)-Y,=s-G+r-Y, mod P 9)

Theorem 1.1if (9) is true, information mis verified.
It’s testified as follows:
Substituted (2), it’s known that:

r -:E: f,(Xg) I_]

j= 1J¢I si Sl
_ (0)-f (0)-Gmod P
Multiplied by both sides fori =1,2,-

———modP

(10)

-1, it’s known

from (4) that:
t t t t
h(m)- > yg —Zs GHr- Dy, H S mod p
i=1 j=1,j#i Xg 5 j=Lj=i  j=lj# Xg Sl
QY
From Lagrange interpolation polynomials, it’s can

determine a t-1 degree polynomial utterly
t X—=X;
i

t
fFOO=)> y -
; jﬂj#i % =X
The left of (11) can rewrite by:
t t —
h(m-> ys [] ——— Gmodp
i=1 j=Lj# s T Ay

=h(m)- f,(0)-Gmod p=h(m)-(Y,)mod p (12)
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For the member of verifier company U,; can calculate r;
from (6), multiplied by both sides fori =1,2,---,t, ' is
known from (8) that:

r,:Z fv(Xsi) H

j=Li=n Xg — ij

= £,(0)- f,(0)-Gmod P (13)

The value of I is equal to r from (2). The company
signature can be calculated from (5). On the other hand, the
right of (11) can rewrite by:

0—xSj

-(Y;)mod P

t t t 0— X.

DsG+r- Dy [] 3 _mod p

i1 j=Li=i jelja Xg — Xy
=S-G+r-f (0)-GmodP
=S-G+r-y,modP (14)
End..

III.  APPLICATION OF THE SCHEME

Here we only give the application examples of the
company encryption communication system, the generating
polynomial of company private key and public key. For the
example of the threshold signature scheme characterized by
(k, I) joint verification for (t, n) signature, it is also very easy
to be given; and we omit it.

Suppose that company S and company V have three

members S={s,s,,s,}, V ={V,,V,,V;}, respectively; Sis
the encryption of plaintext P .the sender of cipher text

C,,;V is the receiver and decryption of C_ ; f(Xy)=2,
fo(X,) =3, f (X, ) =>5are respectively the private key of

S.,S,,S; and f, (x,)=11f,(X,)=13,f,(X;)=17 of
Vi, V,,V5; £(0) is the private key of company S, and Y is
the public key of company S E, (1,1): y* = x* + x+ 1 mod 23

is the elliptic curve that be common selected by company S
and V . a=2b=7 are respectively the primitive roots

selected by company Sand V, and p=11 is the mode selected
by company S give modular arithmetic to E,, (1,1) ,we get
the point of E,, (1,1)» then:
y? =%’ + Xx+1mod 23
Letx =0, it’s known that:
y*> =1mod23
_ | Imod23=1mod23
- {— 1mod 23 = 22mod 23
Then there are two points: (0,1),(0,22); and so on, the
points met with E,, (1,1) are (0,1),(0,22), (1,7),(1,16) » (3,10),
(3,13),(4,0),(5,4),(5,19),(6,4), (6,19),(7,11),(7,12), (9,7),
9,16),(11,3),(11.20), (17,3),(17,20),(18,3),(18,20), (19,5),
(19,18), the Sequence of who are n=7(n+1)= (27+1)
=28G=0 , O is the of Elliptic
Curve E,, (1,1)-

infinity point

The company Sand V select the base point G = (5,4) and
plaintext P_ = (9,7) e E,;(1,1), where, the true plaintext of
P, has been compressed to a point of E,_(a,b) using by
technology of data compression.

The private key f (0) and public key Y, of company
Sare respectively:

f,(0)=9
Y, = f,(0)G =72G =56G +16G =16G =(11,3)
The private key f (0) and public key Y, of company V
are respectively:
f,(0)=10
Y, = f,(0)G =24G =(18,3)
{s.,s,,s,} decrypt P intoC_ and send C_ to
company V
1. {s,s,,s,} take the positive integer k=3, base
point G =(5,4), plaintext P =(9,7) , the public key
Y, =24G = (18,3) of {V;,V,,V,} and give:
C., ={kG, P, +KY,} ={3G,14G+3x24G}
= (3x8G,14G + 72G! = {24G,86G}
= {24G,2G} = {(18,3),(0,22)}
2. {s,s,,s,}sendC_ = {(18,3),(0,22)} to{v,,v,,V,}
{v,,V,,v,} receiveC_, and decrypt C_ intop,_

{V,,V,,V,} take the second termC, , = P, +kY, of C_,
take the product of the first term Cpi = kG of C_ and
f,(0), and give:

Cp,—Cpi =R, +KY, = f,(0)(kG)
=2G-10(24G) =2G-240G =2G -16G
=2G+(-16G)=2G +12G
=14G=(9,7) =P,
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