Proceedings of the 2nd International Conference on Computer Science and Electronics Engineering (ICCSEE 2013)

A Range-assisted Detection Protocol against Replication Attacksin WSNs

Mingxi Li, Yan Xiong, Wenchao Huang and Xiancun Zhou, Xuangou Wu
School of Computer Science and Technology
University of Science and Technology of China, USTC
Hefei, China, 232007
keeperlmx@gmail .com, yxiong@ustc.edu.cn, huangwc@ustc.edu.cn, zhouxcun@mail.ustc.edu.cn, wxgou@ustc.edu.cn

Abstract—Wireless sensor networks (WSNs) consist of a large
number of sensor nodes which are deployed without self-
defense capability. The node replication attack is a specific
attack mode to WSN and the detection of node replication

attacks in WSNs became a fundamental problem. In this paper,

we proposed a range-assisted distributed protocol (RADP) to
detect node replication attacks in WSNs. The contributions of
this work are threefold. First, we showed that the known
solutions do not completely meet our requirements. Second, we
tried to use wireless ranging information to detect node
replication attacks. Third, we proposed a novel protocol for the
detection of node replication attacks and Extensive theoretical
analysis and experiment verified that it can maintain a high
detection probability with low accuracy ranging among nodes.
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l. INTRODUCTION

A Wireless Sensor Network (WSN) can be deployed in
harsh environments to satisfy both military and civil
applications, where staff is not easy to stay [1], [2]. With the
development of wireless sensor networks, building awireless
sensor networks requires suitable security protocols [3].
Replication attack (or clone attack) is a common attack mode
in WSNSs [4]-[5]. Replicas can launch a variety of attacks
such as creating a black hole or initiating a wormhole attack
[6]-[8]. There are a number of solutions for detecting node
replication attacks in wireless sensor networks[9], [10].

By analyzing different characteristic data of networks,
distributed solutions can be simply divided into three types:

(1) Using time-location claims is a simple resolution for
detection of replication attacks in WSNs[11];

(2) The other resolution can protect WSN from
replication attacks by data encryption [12];

(3) We can also protect a wireless sensor network by
using other characteristic data of networks [13].

In this paper, a range-assisted detection protocol (RADP)
is proposed for detecting node replication attacks in wireless
sensor networks without other system information but the
distances between nodes.

The rest of this paper is organized as follows: Some
important technologies and thesis of WSNs has been
introduced in Section I1; Section |11 described the protocol in
detail; Section IV is the analysis of the protocol; we show
some experiment results in Section V; finally, conclusions
and future work to our research are given in Section VI.

Il.  RELATED WORK

A.  Assumptions

We assumed that sensor nodes in the network have
unique identification which cannot be created (Newsome et
al. describe several techniques to prevent the adversary from
deploying node with arbitrary IDs [14]).

Since the main focus of this paper is to provide a solution
to detect node replication attack, we assumed that a message
fresh mechanism is available, which has been adopted in our
protocols to prevent replication attacks in WSNSs.

B. Adversary model

Adversaries have the capability of capturing and
compromise a limited number of legitimate nodes in our
problem settings. Thus, the replicas can easily participate in
the network operation without being identified.

C. Notation
To clarity, Table 1 lists the symbols and notations.

TABLEI. SYMBOLSAND NOTATIONS
n Number of nodes in network
S The area of the region
X, X A compromised node and its replica
X The unique identity of nodei
R The transmission range of each node
R The maximum distance between node and its
close neighbors
R The minimum distance between node and its far
. .
neighbors
o The maximum deviation of RSSI (by training)

I1l. THERADP

(Definition 1) Categorizing neighbours:
We supposed that node @ is aneighbour of node b (that

is|xa - xb| <R). If|xa - Xb| < R, they are a pair of close
neighbours, and if R, S|Xa—xb|S R, they are cdled a
pair of far neighbours.
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(Definition 2) Calculating R and R; :

We express ¢ as the maximum ranging deviation. To
consider the impact of RSS deviation, we can definite
R =R/2-aad R, =R/2+athenar < R/2.

(Definition 3) Constructing the detection information
table of neighbours:

All of its neighbours information is stored in the
neighbour-information table (as show in Table 2).

TABLEII. NEIGHBOUR-INFORMATION TABLE
Flag 01 00 00 00
Node ID 06 09 08 13

By comparing nodes neighbour-information tables, we
can detect replication attacks.

A. LUC: Local Unique Criterion
As shown in Fig.1, when the replica X and node X can
detect each other (|X— x'| < R), LUC comeinto force.

Figurel. LUC: Local Unique Criterion

B. NUC: Neighbour Unique Criterion
We can find a node X, when both replica X' and

compromised node X be detected, meanwhile X’ and X are
different kind neighbours of X, asshownin Fig .2.

R<a<R+R;, R, <b<R,c<R

Figure2. NUC: Neighbour Unique Criterion

Then NUC would be divided into two symmetrical
situations described as the following:
(Situationl)

R<|x-x
X' =% |<R;
(Situation2)

<R+R;, R <|x-x|<Rad

R<|x=X|<R+R;, R, <|[X'—x|<R and
[x-x|<R;;
C. GUC: Global Unigque Criterion

As shown in Fig.3, when X  and X, find a same

identification (X" or X) as a close neighbour but they cannot
detect each other (‘Xk - X, ‘ > R ), GUC comeinto force..
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Figure3. GUC: Global Unique Criterion

IV. ANALYSIS

A. B: TheProbability of LUC

Because nodes are independent uniformly distributed, the
distributed probability of X can be describe as:

1
fx)=1s 5€ ®
0 xeS,
According to the definition of LUC (|X— X
probability of LUC is
P=[[f(0-f(x)ds, @

[x-X|<R

Substituted (1) into (2), we can define P :

2
[ Zas,=-2
x-¥<r S S

<R), the

P1:

©)

B. P,: The Detection Probability of NUC
(Situation 1)
Ix.—X <R,  (Condition 1)
{Rf <|x% =X|<R (Condition 1)
(Situation 2)
Ix.—X|<R,,  (Condition 1)
{Rf <|% —X<R (Condition 1)

As given in (2), the probability of condition | (or
condition|”) can be define as

P()=J[ f(x) f(xds,=

[—¥<R;

7r(R—20()2
4s

©)
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The probability of condition Il (or condition Il ') can be

define as
R —E(R + a)
_\2 ) 5

It £, =——
Ry <x—X|<R
The probability of situation 1 (or situation 2) is

_ *(R-20)°(3R+ 2ax)
P(I)-P(I
Similarly, we can obtain P(1")- P(11). Assumed P, is
the probability of NUC, it can be defined as
P, :[P (1) P( II)+P(I’)P(II’):|-(1—Pl)
(7
8s’
According to Bernoulli equation, we can define the
detection probability of NUC as (8).

(6)

P,=1- (1_ PZ’)n—l o
C. PB;: The Detection Probability of GUC
(Situation 1)
|Xk1 - (Condition 1)
|Xk2 (Condition 11)
|Xk1 —Xk2|> R, (Condition IIl)
(Situation 2)
%, ~x|<R., (Condition 1)
[, ~{<R. (Condition 1")
|Xk1 —sz| >R, (Condition I1")

Similar to the equation (4), the probabilities of

condition | , condition Il and condition |11 can be defined as
follows.
r(R-2a)’
P(|)= J.J' f(Xkl)f(X)dSre=¥(g)
‘kax‘SRc
7(R-2a)’
P(I=[[ f(x,) f(X)d§,=———— (10
b <R as
2
P(I1) jj X, ) (% )dS, -
‘xkl xk2‘>R S

Considering that condition| , 11 and |11 are independent
of each other, so the probability of situation 1 (or situation 2)
is
7*(R-2a)"
16s®

P(1)-P(11)-P(l1) =

(s-7R%) (12

Similarly, we can obtain P(1")-P(11”)-
the probability of NUC, it can be defined as

F;:[P(I )R RO +R( ) PE) () J(1-R) (1R
<R 2 —— s {1 P)H

According to Bernoulli equation, P, can be describe as

P(IIY). P is

(13)

’ Cs—l
P.= 1—[1— P ) (1)

In conclusion, we can obtain the tota detection
probability P asthesumof P, , P,and P .

2 7 \N-1 /NC2y
p- —(1—P2J —[1—P3) +2 (15
S

V. EVALUATION

A. Smulation Evaluation

To verify the feasibility of the RADP, we ran it in NS2
withs=10000,n = 200,1< R<10and & ={0.1xDistance
,0.2xDistance, 0.3xDistance } asshownin Filg.4.

Figure 4. Detection probability of certain criterion with different &

The simulation results verified that the RADP is more
efficient than the RBDM [15] as shown in Fig.5.

Figure5. The percentage of false dlarm in RADP and RBDM

B. Real System Evaluation

We run the RADP in a WSN experiment system called
GAINS3 as shown in Fig.6.

Figure 6. GAINS3 experiment system of WSN
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We set an experiment area (S=10mx8m) and deploy
30 nodesinit asshowninFig.7.
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Figure 7. Real system experiment setting

The detection range of nodes is 5m and the deviation is
0.5m. All nodes run the RADP as Algorithm 1.

Algorithm 1 The RADP run in anode

. if receive enough Guide frequency bytesthen
get RSSI value
. end if
. Savetheid ( X; ) who send the frame with its RSSI value
L if ‘)g —xj‘s R then
record flag, =0

record flag, =1
. end if
. sear ch the neighbor-information table of X;
if X =X, then
alarm (areplica has been found)
dseif exist flag, =1landanother flag, =0 then

9 alarm (areplica has been found)
10: endif

11: search the neighbor-information table of X

1
2
3
4
5
6
7. dseif R, <|x, —X,| < Rthen
8
9
5
6
7
8

12:  if exist X whose flag, =0in both neighbor-

information tables of X; and X , but X and X; isnot apair

of neighborsthen

13: alarm (areplica has been found)
14:  endif

15: end search

16: end search

Our real system experiment result confirmed that the
RADP is more suitable for the network comprising of alarge
number of nodesjust like the WSN.

VI. CONCLUSION

The RADP can be used as not only an independent
protocol but also a sub-protocol of any other communication
protocol. Our theoretical analysis and simulation results
demonstrated that the RADP achieves excellent detection
performance, low communication and false alarm percentage,

without system synchronization time,
localization and other additional information.

precise node
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