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Abstract—In view of the defects of K-means algorithm
in intrusion detection: the need of preassign cluster
number and sensitive initial center and easy to fall into
local optimum, this paper puts forward a fuzzy
clustering algorithm. The fuzzy rules are utilized to
express the invasion features, and standardized matrix
is adopted to further process so as to reflect the
approximation degree or correlation degree between the

invasion indicator data and establish a similarity matrix.

The simulation results of KDD CUP1999 data set show
that the algorithm has better intrusion detection effect
and can effectively detect the network intrusion data.
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I. INTRODUCTION

With the development and popularization of network
technology, network security issues become increasingly
prominent. How to quickly and effectively detect all kinds
of intrusion behaviors is very important to guarantee the
security of system and network resource. Intrusion
detection, as an important part of computer network
security, has received wide concern of domestic and
international scholars [1].

Intrusion detection technology is usually divided into
two kinds: abnormal detection and misuse detection.
Misuse detection is based on the known intrusion attack
information to detect the intrusion behaviors in system,
which relies on the study of training focus marking data
samples. When facing the unknown attack, new marking
data sample is needed to retrain the detecting system, so the
price is very high. Abnormal detection [2] is to use normal
behavior information in monitoring system as the basis of
intrusion and abnormal activities in detection system. Its
dependence of the detection system is relatively small, so in
recent years it has become one of the hot topics in network
security study.

Based on clustering analysis, abnormal detection is an
unsupervised learning method. It puts the similar data into
one clustering and dissimilar data into different classes so
as to find the relationship between the attributes and find
out data distribution pattern. Clustering method generally
includes: classification method, level method, method based
on density, method based on grid, and methods based on
model [3]. As a classic division method, K-means algorithm
has been used in intrusion detection, but the algorithm has

faults like sensitive initial center, easy to fall into local
optimum and the need for the user to preassign clustering
number in advance according to prior knowledge. Based on
the traditional algorithms study, this paper proposes a
intrusion detection judgment method based on fuzzy
clustering. The experimental results of intrusion detection
data set show that that the method can achieve better
intrusion detection effect.

II.  FuzzZY CLUSTERING ALGORITHM

In order to reflect the advantages of secondary fuzzy
clustering simulation algorithm, the traditional fuzzy
clustering method should be understood. The traditional
fuzzy clustering methods are classified into two kinds: one
is fuzzy equivalence matrix dynamic clustering method, the
other is fuzzy ISODATA clustering method. They are both
based on all attributive classification. Here the first method
is used to explain the classification solving process of
traditional method and the specific process is as follows:

First of all, establish initial Fuzzy matrix: by definition
1, select the sample data of data set in practical problems
and transform them into initial numerical matrix. Assume

that sample data object set A contains n objects 4,8, ,

and each object 4 has m properties. The corresponding

value is CIEL PERE. T ; form a row

aiz(an’au»'"am) . then all

groups a(=12,..n constitute the initial matrix 2%
(Fuzzy matrix).

Second, Fuzzy matrix standardization: by definition 2,
similarity processing of the initial matrix is proceeded. In
actual application, the process commonly use two formulas:
Formula (1) and (2), in which the extremum standardization
transformation of Formula (1) is the most simple and

attribute

vector vectors

. . i
convenient method. By calculation, nX m components " is

got, i.e., standardization matrix R“X’“ ’s element.
Extremum standardization transformation:

" max(x;)—min(x;) ’
i=1,2,..,n j=12,...m (1

Matrix elements’ standard deviation transformation:
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Then, similar coefficients’ standardization: the

standardized matrix is further processed to reflect the
approximation degree or correlation degree between index

data, and to establish similar matrix Q”X” . Commonly
available formulas are three: (3), (4), and (5), which are
quantity product method, Euclidean distance coefficient
method and Angle cosine method.

Dot product:
Li=j . .
T, = {ﬁiwwi" =1,2,.0;j=1,2..,m
=] (3
m
M >H?2X|Z)§kxxjk |
In it, k=1
Euclidean distance coefficient (value approximation
degree) :
i 2 - .
T =D O —r) =12, nj=12,.,m
k=l @)
Angle cosine coefficient (shape approximation degree) :
m
zrikrjk
T =F———.i=12..,mj=12.,m
2N 2
\/Zrik 2 i
k=l k=l (5

Finally, A level classification and clustering: by theorem 1,
a given A value (AE[0, 1]), when A is big, the classification
is fine; when A is smal, the classification is coarse. After A

is selected, compare A value with each component ' in

= A, set Aj value to 1;

=

. . T.
similar matrix Q”X“. When !

T.24A T T.
When " , "value is set to 0. The new value of " is

T. T.
noted as ", then the A cut matrix formed by " constitutes
0 and 1. R,

T =TT, Ty) by line,

Divide into

i=12,...,n

only n

vectors and put
T .
the corresponding ' with same components into one class

and the corresponding ' with different components a
separate class, until all the classifications are completed.

Choose the class required from A level classification, the
corresponding data object classification is the clustering
result of the problem.

III. EXPERIMENT AND ANALYSIS

A. The determination of parameter r

Detection rate and false detection rate are important
evaluation indicators to measure the effectiveness of
intrusion detection method, in which detection rate is the
percentage of correct detected intrusion data number and all
the invasion data number of the test set; False detection rate
is the percentage of normal data failure detection as the
invasion data number and all the normal data number of the
test set. Usually the intrusion detection calculates detection
rate with the guarantee of having low detection failure rate.
By experiment, good r value is chosen to ensure that the
maximum distinguish between normal and intrusion
behavior is proceeded with lower failure detection rate.
15000 normal data are chosen as a training set and are
trained with the proposed automatic-determined clustering
number algorithm. The parameters are set: each time extract
3000 articles randomly; differential evolution’s population
size N=20; the largest iteration number of the algorithm is
100 times. After training, randomly extract 10000 normal
data as a test set; respectively choose different r values to
experiment; corresponding to different r value, the change
curve of failure detection rate is shown in Figure 1:
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Figure 1. Failure detection rate (FR) change curve
corresponding different r value

Figure 1 shows that when r >= 2.5, this paper’s method
has lower failure detection rate corresponding different
training set, and can keep the false detection rate below 3%.

B. Detection rate and false detection rate calculation

For the four types of attacks: DOS, R2L, U2R,
PROBE, the occurrence frequency of DOS and PROBE
attack is relatively higher and the centralized data size is
bigger, so each timel500 articles are randomly chosen to
test. Randomly choose 10 data group for detection rate
calculation; U2R and R2L have less data, including 52
articles and 1126 articles, the attack data of these two types
are all selected to test detection rate; For all types of attacks,
each time randomly select 4000 articles data in proportion,
including 3600 articles’ DOS attack, 125 articles” R2L
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attack, 250 articles” PROBE attack, and 25 articles U2R
attack. According to the above way, randomly select 10
groups data to calculate the detection rate; But to

false detection rate calculation, every time 10000 articles
are randomly selected in test data, 10 groups data are
randomly selected to calculate. In the above training set and
if  =2.5, the detection rate and false detection rate of the
four different attacks and normal data are shown in Table 1:

paper algorithm’s false detection rate is a little higher, it is
in the acceptable range, and for frequent data model, such
as DOS and PROBE attacks, it has obtained good test
results, which is higher than that of literature [3], and
improves the detection rate of all kinds of attacks. All
algorithms have low U2R and R2L detection rate. The main
reason is that the two behaviors have small differences from
normal behavior and easy to be put as normal data object,
which causes the difficulty of detection algorithm.

TABLE L. DETECTION RATE AND FALSE DETECTION RATE
IV. CONCLUSION
Test DOS PROBE U2R R2. Attacks FR Aiming at traditional clustering algorithm’s shortages in
1 99.60 85.53 95.28 2.17intrusion detection such as difficult determination of the
2 08.87 85.87 95.00 2.05cluster number and cluster center is sensitive and easy to fall
3 9873 84.40 94.55 into local optimum, this paper puts forward a fuzzy
clustering number algorithm and proposes an intrusion
4 98.73  84.73 95.10 ?Zdetection judgment method based on the algorithm. The
5 99.40 84.53 2308 7.10 94.98 2.0lexperiment results of intrusion detection data set show that
6 9933 84.33 ’ ’ 95.10 2.00this algorithm can automatically determine the clustering
7 9913  85.73 9523 number without human intervention and achieve good
results. It is an effective intrusion detection algorithm and
2 gg;; 2451 i i 32 (1)(3) ;i;has very good practical value.
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