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Abstract—The article is devoted to the issues of
constructing digital space through FinTech and LegalTech
development with regard to regulating the mechanism of
creating and developing the legislative framework for the
processes of digitization of economy, social activity and current
space. Constructing a new virtual, digital environment
contributes to the development of the innovation processes in
digital economy due to conferring relevant jurisdiction. The
article describes the most important development priorities
and the existing problems in the financial and legal space and
provides the landscape of digital space development from the
financial, organizational and legal points of view. The paper
proves that being socially oriented; digitalization of space and
society implies creating a new global financial and legal
ecosystem and requires certain changes to the existing
infrastructure as well as elaboration of the corresponding
regulatory legal acts.

worldwide

+4,021 billion users are registered in the
Internet space

*More than 3 hours an average person
spends daily on the Internet

*More than 11 new users join social
networks per second

* Approximately 45% of all Internet users
purchase services and products online

»The average revenue per user has
increased by 7% and is 833 USA dollars

Fig. 1. Digitalization worldwide and in the Russian Federation [1].

It should be mentioned that digital economy does not
mean total informatization of the space (the algorithm of
making traditional actions digital), but a qualitative
breakthrough in society development, which necessitates a
new regulatory technology.
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l. INTRODUCTION

The need to revise and develop traditional rules of
economics, education and legislation within the digital
economy is dramatically changing the established
approaches to management systems. These changes refer to
managing the world, country, company, human resources,
customers, products and services, and require developing
new infrastructure and introducing the technologies of
revised thinking. The current state of global digital
community is represented in “Fig. 1”.

N

*An average Russian person spends 2 h. 19
s. on the Internet daily

*63% of Internet users search for products
and services online

*46% of Internet users purchase services
and products online

in the Russian Federation

)

There is a government program, the implementation of
which required establishing a special organization "Data
Economy" and introducing about 50 bills [2]. On the one
hand, it indicates the understanding of the development
speed of building digital society and the need to form its
legal grounds, but only in the catching-up mode. But on the
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other hand, the emergence and rapid development of
FinTech in the conditions of constructing digital economy
changes the direction of development in the sphere of
financial services production. These services develop in the
process of customer-seller contact, often without an
established legislative framework. Undoubtedly, it questions
security and legitimacy and, finally, economic efficiency of
all operations.

The above-mentioned tasks should be solved through to
gradual implementation of the concept of change
management. Meanwhile, it is important to understand that
certain segments of digital technologies require unified
national and international regulatory standards to be
developed. This condition is imperative for positive trends to
be observed when digitization program increases economic
productivity. Special attention should be paid to the issues of
“internal components” of the digitalization program. They
include, first of all, the synergy of financial technologies,
leading to improved productivity performance of the
economy, the emergence of new markets, business models
and services, and secondly, the synergy of corporate
standards, legal issues, and technologies. Not only can these
technologies increase the legitimacy and quality of services,
but they will also contribute to reducing the prices for
services through fierce and transparent competition.

Thus, the solution to the task of developing and
implementing digital economy in Russia presupposes
complete and simultaneous change of legislation, that will
take into account the growing role of artificial intelligence,
and it is exactly introducing the concept of change
management that can help to handle this task.

For the companies, government and individuals, digital
transformation is a complex project, just for the reason of
globalization of FinTech and LegalTech mutual mergers and
acquisitions. As a result, it is a project characterized by a

great range of various IT solutions. FinTech is an industry
comprising the companies that use technology and
innovations to compete with traditional financial institutions
(e.g. banks and intermediaries in the financial services
market). Nowadays, both technological start-ups and large
and successful organizations that try to improve and optimize
the provided financial services consider themselves to be
FinTech. LegalTech is a business sector specializing in
information and technology services for professional legal
activities and providing legal services to the customers using
these technologies. The latter case may include online
mediation between the law firm and the customer, or the
provision of legal self-service tools that save them the
trouble of contacting professional lawyers. In addition, the
legal tech movement is worth mentioning, as its goal is to
revise the traditional views on dealing with legal issues by
introducing modern information technologies in the field of
legal services.

Therefore, from this point of view digital transformation
is not only the acquisition of new technologies, but also the
replacement of the old ones.

Il.  THE ANALYSIS OF THE PROBLEMS AND TRENDS OF
DIGITAL TRANSFORMATION DEVELOPMENT

By now, the algorithms for providing financial services
in digital space are clear and relevant; however they do
require up-to-date digital law development. Currently, it is
based on the “decentralized information system” [3]. Despite
technologies development, the legal framework remains at
its original design level. It results in terminological
discussions and technological limitations of FinTech
development in the legislative framework. The vectors and
priorities for digital society development are presented in
“Table I”.

TABLE I. TOP PRIORITIES FOR THE DEVELOPMENT OF FINANCIAL AND LEGAL SPACE IN THE FACE OF DIGITAL ECONOMY CHALLENGES

FinTech

LegalTech

Empowering the use of analytical data

New technologies of doing business

Development of new products and services

Development of new channels of products and services delivery
Entry into new markets

Empowering the use of analytical data

Personalization of the legal framework for economic actions
Development of quantum law

Increasing property rights

It cannot be said that traditional financial organizations
and traditional channels of providing financial services will
disappear in a few years, but the changes are inevitable. They
will affect the drivers for the financial technologies
development, their functional presence in the Russian

Federation market and the corresponding infrastructure (“Fig.

2”). Because of financial services digitalization, credit
organizations will lose their monopoly both because of the
increasing role of non-financial organizations in the financial
market and general adjusting the business model to customer
needs.
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+18,3%

+12,5%

the number of professional participants of the securities market - non-credit financial institutions that have
opened personal investment accounts
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the number of professional participants of the securities market - credit financial institutions that have opened
personal investment accounts
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Fig. 2. The indicators of the financial services infrastructure development for 2018 Compiled by the authors, based on the research data [4].

The development of artificial intelligence, distributed
ledger technology, Big Data, the Internet of things,
crowdlending platforms — that is exactly the infrastructure
which is a precondition for landscape development in the
situation of financial services digitalization. This situation is
impossible without aspiration to build partnerships between
financial companies and start-ups or technology companies.

Meanwhile, it is worth noting that the digitalization of

removing barriers to the availability of financial technologies
in modern society (“Fig. 3”). It is primarily stated by the
business community, since the goal of FinTech is to increase
the efficiency of business processes by means of modern
technologies. These benefits will also be appreciated by legal
entities, individuals, and the state, since these services create
the situations of electronic interaction for the listed subjects.
It allows them to transmit, store and use vast amounts of
information.

the economy is progressing rather unevenly and requires
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Fig. 3. The indicators of the availability of financial technologies for 2018 Compiled by the authors, based on the research data [4].

1881



£

ATLANTIS
PRESS

As it can be seen from “Fig. 37, in general, the indicators
grew considerably. On average, the level of instant access
availability (without contacting the office or a specialist)
increased by 18.9% and the growth affected each position on
the report (for all types of settlements, except Moscow and
St. Petersburg, whose growth rates reached the top already
the in the previous reporting periods).

Another evidence of uneven progress of FinTech is the
indicator of the impossibility to perform cash operations
remotely within 15 minutes. Among all types of settlements,
the lowest rate of this indicator belongs to rural areas
(31.4%)).

Thus, it can be said that digital transformation has not yet
reached its highest rates of development; it is to be actively
formed in the next two to three years and will cover all the
sectors. It will result in new innovative products and services,
new channels of distributing and receiving services, and new
models of internal development of business processes and
doing business in general. That is, digital transformation is
aimed primarily at new customer relations in the following
areas: customer service for the inside / outside / blending
channel instead of forming a pool of dedicated customers,
and maximum services support to meet customers'
preferences instead of direct customer service providing
ready-made products or services. In fact, this is the transition
to moderating the sale of inter-business services and products.

Ill.  THE TRENDS IN FINTECH AND LEGALTECH
DEVELOPMENT

On the one hand, this process is creating a positive trend
— the most customer-oriented activity in any sector of the
market that eventually allows reducing both risks and the
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internal operational costs of businesses (due to the synergy
effect). On the other hand, there also may be a negative trend,
which is growing economic cybercrimes. Therefore, the
increase in the number of crimes and attacks of this very type
is associated both with widespread technology development
all over the world and the Russian Federation, in particular,
and with pilot FinTech projects, the regulatory framework
for which is only being formed.

The basic directions of FinTech and LegalTech
development include developing adaptive rules and laws
(regulatory controls), training professionals with relevant
skills through the education system, building research
competencies and technical groundwork and creating
information infrastructure and information security.

The Russian segment of LegalTech, as well as the legal
services market on the whole, cannot yet be named among
the world leaders in the field. Moreover, many products that
appear in Russia do not immediately take root and it may
take a long time for consumers to become accustomed to
new solutions. Nevertheless, Russian LegalTech is becoming
increasingly attractive for venture funds and core business
sites. LegalTech investors are primarily interested in projects
related to artificial intelligence technologies that can spare
the lawyers the time of doing routine work. In addition, the
great potential for both FinTech and LegalTech today is the
use of chat bots, solutions for transferring paper documents
in electronic form and analyzing the data received, as well as
the distributed ledger technology, which in future will be
able to replace the traditional notary system, in particular.

According to Juniper Research and PwC research data,
digitalization of economy has a number of negative
characteristics, which can be found in “Fig. 4”.

* 24% of the companies became victimes of cybercrime in 2018
* 11% of the companies in 2018 indicated cybercrime as potentially the

most destructive force

in the
Russian
Federation

Worldwide

« total losses to the world economy caused by cyber
attacks by 2019 are 2.1 trillion dollars

Fig. 4. The negative trend in FinTech development [5], [6].

Hence, the development of FinTech is creating a new
business environment that requires maximum dynamism,
efficiency and flexibility from all the participants. The key

element there is technologies, including security
technologies, as they have a major role in business processes.
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Consider the anticipated main directions for FinTech
development (“Fig. 5”). Of course, this is likely to result in
the classic model of providing financial products and
services to wither away, the growth of intersegmental and
strengthening of high-quality intrasegmental competition,

Advances in Social Science, Education and Humanities Research, volume 310

changes in the model of customer behavior (below) and the
megaregulator (above). At the same time, the processes of
activity transformation will be observed in the companies
themselves, as the problem of social skills will become
transparent.

@O LEVEL (AS A DRIVER FROM THE CUSTOMERS SIDE):
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payments and maney

transfers

» fast payment platforms for
both individuals and legal
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[b2b service platforms

*platforms for financial
fransactions recording,

*platforms for financial
messaging, cloud services
platforms;

financial services

*marketplace platforms for
financial products and
services,

*platforms for biometric
identification and
authentication,

*platforms based on

distributed ledger

technology.
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@CRO LEVEL (AS A FINAL REACTION TO THE CHANGING
NEEDS OF THE SOCIETY):

/E_stablishing contacts with
employers for shaping the
workforce in the field of
financial technologies

» the emergence of
corporate universities,
educational platforms
and joint educational
programs, where
business makes demands
to the educational
environment for the
essential competencies
and professional skills
on today's market. It is
really significant as the
effectiveness of business
is based on the current
customer requirements.
The examples of the
skills and competences
include making
decisions in the face of
uncertainty, foresight
teamwork, programming
skills, knowledge of
modern technology
algorithms, etc.

(N

4 ..
competition
development in the
financial market
*ongoing
modernization of
the product line,
*increasing
availability and
quality of
financial services,
+risk reduction,
*costs reduction,
*operating income
growth.

g ..
competition

development in
the technology
market
*ongoing
modermization of
the product line,
sincreasing the
competitiveness
of technologies
sensuring safety
and
sustainability of
financial
technologies
use.

—

Fig. 5. FinTech landscape development from the financial point of view.

The issue of developing the regulatory landscape of
FinTech as the main tool for lawyers, legislators and, as a
result, the overall judicial system is equally acute. The
current dynamics of FinTech development through
legislation is trying to develop the judicial system, but at the
same time, it slows down the legal entities sector
economically. The reason is that the neighboring rights are
not presented in the conditions of social digitalization. For

instance, it can be traced in the intellectual property right, in
the issues of ownership of the created objects, etc.
Worldwide, LegalTech has the following characteristics:
over 4 billion attracted investments in LegalTech firms, 16
billion dollars from LegalTech firms’ transactions. [7] The
details on the relevance of LegalTech implementation and
the algorithm for changing the legal thinking are presented in
“Fig. 6”.
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~

PROSPECTIVE
BOUNDARIES OF
LEGAL
INSTITUTIONS
DEVELOPMENT IN
A DIGITAL STATE

N

*Legal protection of intellectual property results

*Recording the rights to the results of artificial intelligence activity
*Recording the neighbouring rights

*Regulations for the legal protection of personal data in digital space

*Legal protection from cyber risks in the conditions of digital economy
development

~

THE ROLE OF
LEGAL
INSTITUTIONS OF
DIGITAL ECONOMY

A

*Creating common terminological concepts in digital economy
*Electronic evidence based on distributed ledger technology
*Smart contracts in legal practice

*Legal examination of a smart contract

*Tokens: analysis of the legal structure of tokens, constructing the
basics of law enforcement

*Recording the rights and legal defense of digital state institutions

/
\

/

& N

THE PROBLEMS OF
CONSTRUCTING
LEGAL FIELD IN
THE CONDITIONS

OF DIGITAL
ECONOMY

\

*The concept and types of administrative violations against health,
human honour and dignity, human and civil rights in digital space.
*The problems of classifying administrative violations against

property in digital space.

*The problems of classifying administrative violations in the field
of finance, securities market and banking in digital space

*The problems of classifying administrative violations in the field
of entrepreneurial activity in digital space

*The problems of classifying administrative violations against
taxation procedure in digital space

*The problems of classifying administrative violations
customs regulations in digital space

*The problems of classifying administrative violations against the
environment, environmental safety, and environmental
management in digital space

*The problems of classifying administrative violations
public health in digital space

*The problems of classifying administrative violations against law
and order and morality in digital space

*The problems of classifying administrative violations against
traffic safety and the operation of transport in digital space

*The problems of classifying administrative violations in the field
of protecting historical and cultural heritage in digital space

*The problems of classifying administrative violations in the field
of communication and information.

*The problems of classifying administrative violations against IT
systems management

*The problems of classifying administrative violations against
justice and criminal and administrative jurisdiction activity in
digital space

against

against

Fig. 6. FinTech landscape development from the institutional and legal points of view.

the global trend of innovation and creating knowledge
economy, as well as increase its competitiveness in global

Thus, it can be said that the development of digital space
in the Russian Federation will allow its economy to follow
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markets, in general, and the quality and standard of living of
the population, in particular.

IV. CONCLUSION

Building digital space will inevitably lead to the
establishment of new institutions of digital economy due to
the development of FinTech, and LegalTech in terms of
regulating the mechanism of building and developing the
regulatory framework for digitalization processes. Building a
new digital environment should eliminate the difficulties of
shaping the digital economy processes for Russian business
and citizens by means of the relevant jurisdictions provision.
One of the important aspects of building a digital economy is
ensuring the information and economic security of the state
and business, protecting Russian citizens' personal data and
privacy in digital space. The article analyzed the
development of this landscape from the financial,
organizational and legal points of view.

Being socially oriented, which means improving the life
of all social groups of the population, digitalization of space
and society implies building a new global financial and legal
ecosystem, requires changes in the existing infrastructure and
elaboration of the necessary regulatory legal acts.

Despite the fact that the project of the digitalization
program in the Russian Federation is national and already
has clear development up to 2024, the issues of digitalization
are especially relevant for the provinces, as in the state and
municipal sector digitalization means abandonment of paper
documents, both inside and outside the system. The issues of
conformity of the infrastructure with the digital economy are
also acute. To ensure it certain organizational and legal
norms have to be developed, introduced or changed, so that
any object will infrastructurally suit the FinTech and
LegalTech technologies.
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