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Abstract—Recently, algebraic attacks becomes a major
attack method to threat to cryptography security. In order
to resist algebraic attacks, algebraic immunity as a Boolean
function cryptographic property has been put out. This
makes that Boolean functions should have high algebraic
immunity to resist algebraic attacks. In this paper, a specific
decomposition method of the space GF(2)" is proposed. By

the method, we construct a class of odd number of variables
Boolean functions with optimal algebraic immunity.
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l. INTRODUCTION

In recent years, agebraic attacks [1]—[3] have
received more and more attention in studying security of
the cryptosystems. In order to resist algebraic attacks,
Meier [5] presented a new cryptographic property of
Boolean function—algebraic immunity. The algebraic
immunity of a Boolean function expresses its ability to
resist standard algebraic attack. Thus the algebraic
immunity of Boolean function used in cryptosystem
should be sufficiently high.

Courtois and Meier [4], [5] show that, for any n-
variable Boolean function, its algebraic immunity is upper
bounded by [4]. If the bound is achieved, we say the

Boolean function have optimum algebraic immunity,
referred to as MAI function. Obviously, a Boolean
function with optimum algebraic immunity has strongest
ability to resist standard algebraic attack. Therefore, the
construction of Boolean functions with optimum algebraic
immunity is of great importance. Therefore, many
cryptographers are interested in construction of Boolean
functions with good algebraic immunity, and gives a
series of research results [6]—[11].

Carlet [7] has given a general method of constructing
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Boolean function with optimal algebraic immunity based
on the flat theory, but the article do not give the specific
classification method. In [12], a specific classification
method was proposed.

In this paper, we also give a specific decomposition
method for the linear space, and then we can get the linear
subspaces which meet certain specific nature. Then the
linear subspaces to be processed, we can get an affine
space set which has specific properties. According to
Carlet’s research conclusions, we can get a class of odd
number of variables Boolean functions with optimal
algebraic immunity. Advantages of the specific method of
the space decomposition are simple, intuitive and easy to
operate, and easy to implement. If the affine subspace set
are different, we can get different Boolean functions
with optimal algebraic immunity. Thus we can continue to
study different Boolean functions with optimal algebraic
immunity other cryptography properties.

. PROCEDURE FOR PAPER SUBMISSION

Let F,={0,3} be the finite field with two elements.
Then a Boolean function on n variables is a mapping
from F,;' intoF,. Denote as B, the set of al n-variable
Boolean functions. The basic representation of a Boolean
function f(x,---,x,) isby the output column of its truth
table, i.e., abinary string of length 2",

f =[f(0,0,---,0), f(0,0,---,2),---, f (1, 1,---, D] .

Any Boolean function has another unique

representation as a multivariate polynomial over F, ,
called the algebraic normal form (ANF):

FOu X)) =3+ 2 ax+ >, axX

1<i<n I<i<j<n

By XX X
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where the coefficientsay, a,a;,--a,., € F,.
The algebraic degree deg(f) of f is the number of

variables in the highest order term with nonzero
coefficient.
The Hamming weight wt(f) of a Boolean function

f on n vaiables is the size of the support
supp(f) ={xe

F'f(x)=1 of the We
denotel, =supp(f) and0, = F, \supp(f) . The support
and offset of avector

supp(a) is the situation number of value 1 and 0's(e.g.
supp(11010) ={1,2,4} , off (11010) ={3,5} ). We say that a
Boolean function f is balanced if its truth table contains
an equal number of 1's and 0's, that is, if its Hamming
weight equals2™™.

Definition 1: Given f € B, , define

AN(f)={geB,|f-g=0}.

function.

Any function ge AN(f) iscaled an annihilator of f .

Definition 2: Given f € B,, we define its algebraic
immunity, denote by Al (f), asthe minimum degree of al
nonzero annihilators of f and of f+1,

Al (f)=min{deg(g)|0# ge AN(f)UAN(f +1)} .

Definition 3: Let A be a linear subspace of F,' with
dimensionk, S isanon-zero vector of F,'. The set

S={s+a,ac A} is cdled a k dimension flat (affine
subspace).

Proposition 1: [7] Let k be any positive integer such
that k<[2]. A sufficient condition for a function f to

have no non-zero annihilator of degree strictly less than
k is that there exists a sequence of flats (i.e. of affine

i.e

subspaces of F,') (A).. Of dimensions at least k,
such  that:  Vi<r,card(A\[[JA usupp(f)]) <1
j<i
)
F, \supp(f) | JA &)

Corollary 1:[7] Let n be odd. Let A,i=1---2""bea
sequence of affine subspaces of F,', of dimensions at
least 22, and such that, for everyi=1,--,2"", the set
A\UMA is non-empty. Then, for any choice of an
element b in each set A \Uj<i A , the Boolean function
of support B={h;i=1---2""} and the function of
support F,'\B are balanced functions of optimum
algebraic immunity 2 .

I1. CONSTRUCTION OF ODD-VARIABLE
BOOLEAN
In this section, we consistently letn= 2k +1
Construction 1: construct 2" linear subspaces.
Sep 1: InF;}, list the full vectors whose weight are

greater than or equal tok +1, atotal of 2",

Step 2: First we order these vectors from left to right
according to their weights. For the same weight vectors,
we arrange sequentially from left to right according to the
corresponding binary size from small to big, credited

as{ai’az""azn}
Leta = (%X, 1 %,),1<i <2% x (1< j<n)
Sep 3: In g, we selected the k-th element x;, =1,
where j isrelatively small, denoted asx ., X, -+ X -
Let h, =(00---0x,0---00)
h, =(00---0x,0---00)

h, = (00---0x,.0---00)
Ina, let Xy, Xy, % =0.,get a = (x,--000) .
Let h,=a .
In this way, we get a set of base h,,h,, -~ h,, for
W, (1<i<2%)
Sep 4 :Let W =L(h,,h,,N,.,), 1<i<2%*, then
we get 2" linear subspaces. In W, , we order these vectors

from left to right according to their weights. For the same
weight vector, we arrange sequentialy from left to right
according to the corresponding binary size from small to

big. Finally a,(1<i <2"") obviously is the only biggest
vector in W..

Construction 2: Construction of
subspaces.
First wesdect Vae F,',a#0,

Second, let A =W @ ={f®a|VBecW},
1<i<2®, noteh =g ®«.

2" = 2% Hffine

Finaly, get 2" = 2* affine subspaces A,1<i <2 .

Construction  3:  Construction  of  Boolean
function f (x)

Letsupp(f (X)) ={b [1<i<2"* = 2%},

Theorem 1: The function f(x) in construction 3 has
optimal algebraic immunity.

Proof: Let n=2k+1 , A(<i<2*) ae
k-+1dimensional affine subspaces. Because g is only a
maximum weight vector inW, , and g, is different between
each other, we should know that a is different from
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W, (j <i) in an arbitrary vector. We getw \[Jw, is non-

empty, anda e W \Jw, , 1<i <2m, i
According to t;: a @« , then we can get for every
i=1--,2"", the set A\, A is non-empty, and
heA \;LJA .
We selectsupp(f (x)) ={b [L<i <2 =2}, then the

function f(x) has optimal algebraic immunity according
to Corollary 1.

Example 1. Let n=5, specific Boolean function
constructed as follows:

Sep 1: InF}, ligt the full vectors whose weight are
greater than or equal to 3, atotal of 16 .

Sep 2: First we order these vectors from left to right
according to their weights. For the same weight vector, we
arrange sequentialy from left to right according to the
corresponding binary size from small to big, credited

as{a,a,, -8}, that

a, =(00111) , a, =(0101D , a, = (0L10D , a, = (01110) ,

a, =(1001D , a, =(1010D , a, =(10110) , a, =(1100D ,

a, = (11010) , a, = (11100) , &, = (0111D , a, = 1011D) ,

a, =1101D , a, =(1110D , a, =11110) , g, = (11111)
Let & =(XsX%4%3%,%,),1<1 <16, )jS(ls j<n)
In a,(1<i<16), we selected the 2-th element x; =1,
where | isrelatively small, denoted asx, X .
Let h, =(0---x, )
h,=(0--%,--)

In g welet x,,x,=0,0et a =(x5---0)

Let hs =a,

In this way, we can get the following 16 groups of base
vectorsfor W, (1<i <16) :
h, = (00001), h, = (00010), h,, = (00100)
h,, = (00001), h,, = (00010), h,, = (01000)
h,, = (00001), h,, = (00100), h,, = (01000)
h,, = (00010), h,, = (00100), h,, = (01000)
h,, = (00001), h,, = (00010), h,, = (10000)
h,, = (00001), h,, = (00100}, h,, = (10000)
h,, = (00010), h,, = (00100), h,, = (10000)
h,, = (00001), h,, = (01000), h,, = (10000)
hy, = (00010), h, = (01000}, h,, = (10000)
hy, = (00100), hy, = (01000), hy, = (10000)
hyy; = (00001), hy,, = (00010), hy, = (01100)
hy,, = (00001), h,,, = (00010), h,, = (10100)
hy;, = (00002), h,, = (00010), h, = (11000)

h,, =(00001), h,, = (00100), h,,, = (11000)
h., = (00010), h,,, = (00100), h,;, = (11000)
hlel = (00002), hlez = (00010), hl€3 = (11100)

Let W = L(h,,h,,h,) ,1<i<2* =16, then we get
16 linear subspaces. In W, we order these vectors from
left to right according to their weights. For the same
weight vector, we arrange sequentialy from left to right
according to the corresponding binary size from small to
big. Finally a,(1<i<16) obvioudly is the only biggest
vector in W..

Thelist isasfollows:

W, ={00000, 00001, 00010, 00100,00011,00101,00110,00111}
a =(0011D

W, ={00000, 00001, 00010,01000,00011,01001,01010,01011
a, =(01011D)

W, ={ 00000, 00001, 00100, 01000,00101,01001,01100,01101}
a, =(01101)

W, ={ 00000, 00010, 00100, 01000,00110,01010,01100,01110}
a, =(01110)

W, ={ 00000, 00001, 00010,10000,00011,10001,10010,10011}
a, =(10011)

W, ={ 00000, 00001, 00100,10000,00101,10001,10100,10101}
a, =(1010D)

W, ={ 00000, 00010, 00100,10000,00110,10010,10100,10110}
a, =(10110)

W, ={ 00000, 00001, (1.000,10000,01001,10001,11000,11001}
a, =(11001)

W, ={ 00000, 00010, 01000,10000,01010,10010,11000,11010}
a, =(11010)

W,,={ 00000, 00100, 01000,10000,01100,10100,11000,11100}
a, = (11100

W, ={00000, 00001, 00010,00011,01100,01101,01110,01111}
a, =(0111D)

W,,={ 00000, 00001, 00010, 00011,10100,10101,10110,10111}
a, = 10111

W,,={00000, 00001, 00010,00011,11000,11001,11010,11011}
a, =1101D)

W, ={ 00000, 00001, 00100, 00101,11000,11001,11100,11101}
a, = 11101

W,;={ 00000, 00010, 00100, 00110,11000,11010,11100,11110}
a; = 11110

W,,={ 00000, 00001, 00010,00011,11100,11101,11110,11111}
a, =11111
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We sdlect o = (00001) .
Let A=W ®a={f®a|VBecW} 1<i<2%*=16 ,
h=3@a

Finaly, we get 16 affine subspaces. as follows:

A ={00001, 00000, 00011,00101,00010,00100,00111,00110}

b, = (00110

A,={00001, 00000, 00011,01001,00010,01000,01011,0101C}

b, =(01010>

A,={00001, 00000, 00101, 01001,00100,01000,01101,01100}

b, = (01100)
A,={00001,00011,00101,01001,00111,01011,01101,01117}

b, =(01111)

A,={00001, 00000, 00011,10001,00010,10000,10011,10010}

b, =(10010)

A,={00001, 00000, 00101,10001,00100,10000,10101,10100}

b, = (10100)

A,={00001,00011,00101,10001,00111,10011,10101,10111}

b, = (10111

A,={00001, 00000, 01001,10001,01000,10000,11001,11000}

b, = (110000

A,={00001,00011,01001,10001,01011,10011,11001,11011}

b, = (11011

A,={00001,00101,01001,10001,01101,10101,11001,11101}

b, =1110D)

A, ={00001, 00000,00011,00010,01101,01100,01111,01110}

b, =(01110)

A,={ 00001, 00000, 00011, 00010,10101,10100,10111,10110}

b, =(10110>

A ;={00001, 00000, 00011,00010,11001,11000,11011,11010}

b, =11010)

A ,={00001, 00000, 00101,00100,11001,11000,11101,11100}

b, =(11100>

A,={00001,00011,00101,00111,11001,11011,11101,11111}

b, =11111D)

A={00001,00000,00011,00010,11101,11100,11111,11110}

b, =(11110>

Let supp(f(x))={h[1<i<2"=2* =16} =

{00110,01010,01100,01111,10010,10100,10111,

11000,11011,11101,01110,10110,11010,11100,11111,1111C}
The function f(x) has optimal agebraic immunity

accordingto Theorem 1, Al (f(x))=3.

V. CONCLUSION

In this paper, we give a specific decomposition
method for the linear space, and then we get a class of odd
number of variables Boolean functions with optimal
algebraic immunity. In order to better resist the existing
attack, Boolean function used in cryptosystem not only
should have higher algebraic immunity degree, but aso
need to have some other cryptographic properties.
Boolean functions constructed in this paper only consider
its optimal algebraic immunity, without considering other
cryptographic properties. With the change of the affine
subspace, the constructed optimal algebraic immunity of
Boolean functions will change, and other cryptographic
properties of the corresponding Boolean function are also
not the same. Therefore, in order to Boolean functions
have better cryptographic properties, how to improve the
constructor is pending further study.
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