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Abstract  

In order to improve the reliability of 

power line commnuication, the all termi-

nal reliability of the structure based on 

artificial cobweb used in low-voltage 

power line communication (PLC) has 

been calculated in this paper. The rerout-

ing algorithm is presented based on the 

structure of cobweb and the high com-

munication survivability of cobweb struc-

ture is proved. The comparative simula-

tion results of throughput and data con-

flict rate prove that the reliability of pow-

er line communication networks based on 

artificial cobweb.  

Keywords: power-line communication, 

artificial cobweb, reliability, survivability, 
effectiveness  

1. Introduction 

Recent years， the State Grid Corpora-

tion of China decided to build a novel na-

tionwide power grid based on smart grid 

technology. Terminal equipment for PLC 

(power line communication) on LV (low 

voltage) distribution networks is the most 

direct means to exchange information 

with power companies as well as a com-

petitive technical solution for the con-

struction of the smart grid. Therefore, 

PLC on LV distribution networks now 

have been attracting new attentions and 

becoming one of the hot research topics 

again in China[1]. So far at home and 

abroad, research on PLC on LV distribu-

tion networks is mainly concentrated in 

the channel noise characteristics and sup-

pression techniques [2], the channel mod-

el and estimation [3], OFDM (Orthogonal 

Frequency Division Multiplexing) per-

formance analysis and its application on 

PLC [4], impedance matching and cou-

pling circuit design [5], etc. This paper 

proved the high reliability of communica-

tion for the low voltage PLC network 

based on artificial cobweb network and 

presents a local routing reconstruction 

method for LVPLC, and proves the effec-

tiveness of communication based on arti-

ficial cobweb. At last, some comparison 

simulations are performed to prove the 

high survivability of LVPLC network 

based on artificial cobweb networking 

presented in [6]. 

2.  Network Reliability 

The anti-destroying ability of network is 

the effect of network topology to the net-

work reliability from the connectivity 

point. The all-terminal reliability of net-

work is the measurement of the merits of 

network connectivity. The analysis of all-

terminal reliability of network structure is 

to calculate the probability of normal 

communications between all nodes in ac-

cordance with the given constraints. 

When the actual network is abstracted 

as a graph G, in order to make better use 

of mathematical tools, the following three 

assumptions are also needed [7]: (1) fail-

ure probability of the nodes and edges in 

graph G is known; (2) the nodes and edg-

es have only two status of failure and 

normal in graph G; (3) the failure proba-
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bility status for the nodes and edges are 

statistically independent of each other in 

graph G.  

2.1 Factorization method 

The factorization method can be ex-

pressed as the equation (1). G is a net-

work topology; p is the probability of 

successful communication between the 

two nodes connected by any one link e in 

G; q is the probability of failure commu-

nication of any one link e, and q=1-p. 

 
     eGqReGpRpGRALL ,        (1) 

 

 pGRALL ,  is the all-terminal reliability 

of network G, i.e., the probability of reli-

able communication between all nodes; 

eG  is the network which is produced 

by merging the two nodes connected by 

link e in network G; eG   is the net-

work without link e from network G. 

To reduce the complexity of the graph 

G, thus to reduce the calculation difficul-

ty of the network reliability based on fac-

torization method, series and parallel 

simplifying rules are needed to make 

some protective reduction to graph G [8]. 

Figure 1(a) shows the series simplifying 

rules. While there are two series links be-

tween source node u and destination node 

w, series simplifying rules are used to 

merge the two links together, after merg-

ing the reliability between link u and link 

w is 21 pp  . Figure 1(b) shows the par-

allel simplifying rules. While there are 

two parallel links between source node u 

and destination node v, parallel simplify-

ing rules are applied to merge the two 

links, and after merging the reliability be-

tween link u and link v is 21-1 qq  . 

The LV distribution network is a tree 

network [9, 10], hence the analysis of all-

terminal reliability of such network is 

targeted. To ensure the fairness analysis 

of all-terminal reliability of different net-

works based on factorization method, 

networks with same number of nodes are 

used to make comparative analysis. For 

simple calculation, this paper utilizes a 

variety of typical networks of 7 nodes, 

which can represent their network charac-

teristics shown in Figure2. The all-

terminal reliability of the tree, ring, cob-

web network are shown as equation (2), 

(3), (4) respectively. 
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(a) Series simplifying rule 
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(b) Parallel simplifying rule 

 

Fig.1: Rules of series and parallel 
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(c) Single layer cobweb 

 

Fig.2: Schemes of factoring theorem 
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Figure3 shows the contrast calculation 

results of all-terminal reliability of tree, 

single-layer ring and single-layer cobweb 

network. The horizontal axis is the prob-

ability value p of link state, while the ver-
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tical axis is the all-terminal reliability of 

network. It can be clearly seen from the 

figure that: in the same link state, the all-

terminal reliability of single-layer cob-

web is higher than that of other kinds of 

network; 
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Fig.3: Calculative of all terminal reliability 

2. 2 Analysis of Survivability  

The survivability of network reflects the 

reliability of the communication network 

in the random destruction. For random 

“blind nodes” (fault node which cannot 

communicate with BS caused by the 

change of link environment) in the actual 

LVPLC network, combined with the spe-

cial structure of single-layer artificial 

cobweb, from the aspect of route mainte-

nance, a routing reconstruction algorithm 

is proposed. In the meanwhile, routing 

reconstruction for node r in sub-network 

is needed to solve the problem of blind 

node shown in Figure4. In the process of 

routing reconstruction, the physical signal 

strength of receipt information is record-

ed by all nodes. Rerouting reconstruction 

steps are listed as follows: 

(1) A reconstruction broadcast is sent 

by the central node n to all nodes in the 

same sub-network. 

(2) Nodes that have monitored the re-

construction instructions will transmit the 

instructions in turns, and add the logical 

ID in the data packet. 

(3) Node r is responsible for recording 

the signal physical strength of the recon-

struction broadcast to calculate and select 

the node of maximum signal strength 

composite index   (this paper sets the 

node as p) as a relay node. The response 

message is sent to node p, node r with the 

relay node p reestablishes a new commu-

nication route with central node n. 
ls   , here s  is the characteriza-

tion value of the physical signal strength, 

l  is the subnet level of message source, 
  is the success rate of communication 

between different subnets. The value of 
  can be acquired by the statistical result 

of the actual experiment. The higher of 
 , the higher of the reliability between 

different levels, on the contrary, the lower 

of the reliability. 

(4) Node p sends a message to node n, 

and node n updates the routing tables. 

(5) Node n notifies upwards level by 

level the corresponding nodes of route to 

update routing tables, until to the gateway. 

Up to this point, the routing reconstruc-

tion process of blind nodes is completed.  
r
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Good node Bad node 

 

Fig.4: Schematic of routing reconstruction 

3.  Simulation results 

3.1 Simulation environment and pa-

rameters 

According to the actual LV distribution 

environment, this paper selects a 50m ra-

dius area with 14 user terminals and a BS 

node. PC is the simulation hardware plat-

form and software Opnet14.5 is the simu-

lation environment. Simulation model of 

2 subnets can represent the corresponding 

network features after networking. The 

network topology after networking is 

shown in Figure5. Subnet_0 is the base 

station node, while subnet_1 and sub-

net_2 are central nodes of its respective 

subnet, the rest are terminal nodes. Ac-
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cording to the Konnex standard [11], the 

command data size of narrowband PLC is 

1-15 bits, the corresponding data packet 

size should be less than 25 bits, actually 

the data packet size in this paper is 24 bits. 

subnet_0

subnet_1_1

subnet_1_2 subnet_1_3

subnet_1_4

subnet_1_5subnet_1_6

subnet_1_0 subnet_2_0

subnet_2_1
subnet_2_2 subnet_2_3

subnet_2_4

subnet_2_5subnet_2_6   
Fig.5: Simulation model 

3.2 Results and analysis of simulation 

After the initialization networking for the 

network, this paper takes the node sub-

net_2_2 for instance to confirm the effec-

tiveness of routing reconstruction algo-

rithm. When p=1, node subnet_2_2 

makes point-to-point communications 

with node subnet_2_0 through link sub-

net_2_2-subnet_2_0. Assuming that at the 

simulation time of 1200s, node sub-

net_2_2 turns to be a blind node for p<1. 

Supposing that after routing reconstruc-

tion, node subnet_2_2 communicates 

with central node subnet_2_0 through the 

relay node subnet_2_1. Figure 6(a) shows 

the simulation result of the throughput of 

link subnet_2_2-subnet_2_1 before and 

after routing reconstruction. While node 

subnet_2_2 operates normally, this link 

has no data throughput, after routing re-

construction at the time of 1200s, 

throughput of the link increases sharply 

and eventually stabilizes at 24 bits/s. And 

it is agreed with the throughput generated 

by node subnet_2_2, so that it reveals that 

this link undertakes the throughput of 

subnet_2_2 after routing reconstruction. 

Similarly, figure 6(b) shows that, link 

subnet_2_1-subnet_2_0 undertakes the 

throughput of subnet_2_2 so that its 

throughput increases sharply after 1200s 

and eventually stabilizes at about 50 

bits/s, the sum of throughput of node 

subnet_2_2 and subnet_2_1. Figure 6(c) 

shows the simulation result of throughput 

of link subnet_2_0 - subnet_1_0 before 

and after routing reconstruction. It is clear 

from the figure that the throughput of this 

link is approximately constant after rout-

ing reconstruction. And it demonstrates 

that this routing reconstruction method 

can well solve the problem of blind node, 

it improves the survivability of the sys-

tem and it is somehow practically opera-

tional. 
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(a)Throughput of link subnet_2_2-subnet_2_1 
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(b)Throughput of link subnet_2_1-subnet_2_0 
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(c)Throughput of link subnet_2_0-subnet_1_0 

 

Fig.6: Simulation results 

4.  Conclusion 

This paper makes an analysis of the supe-

riority of communication reliability for 

single-layer cobweb structure to tradi-

tional network, finally the following con-

clusions are received. 

(1) The all-terminal reliability of sin-
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gle-layer cobweb structure is higher than 

that of traditional tree and ring network, 

the networking structure of single-layer 

cobweb subnets is superior to the tradi-

tional network structure in the aspects of 

improving the overall reliability and anti-

destroying ability of PLC system. 

(2) With the premise of high reliability 

of the cobweb network structure, the rout-

ing reconstruction algorithm further im-

proves the system reliability and anti-

destroying ability. It well meets the re-

quirement of PLC service from the point 

of throughput and delay. And it solves the 

problem of blind nodes in the local subnet 

of the network without routing recon-

struction of all nodes in the network, so 

that it improves the effectiveness of the 

system. 
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