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Abstract. Commercial banks are facing challenges in operational risk management, with the
occurrence of major events of Bahrain bank and other events on the banks. Most studies have
concentrated on how to measure operational risk loss based on the new Basel Capital Accord and
focus on mathematic and statistical method to accurately calculate the capital charge. However,
studies on how to control and reduce the affect of operational risk are relatively scarce. Therefore, it
is feasible and sensible to deepen the study of root cause of operational risk and find effective
control methods, which can provide meaningful result in the future. In this paper, the risk events are
presented with event tree; then the event tree is transformed into the Bayesian network. Next, loss
probability of each node is estimated according to the Bayesian network structure. Finally, the
specific control scheme is put forward to achieve the desired control effect.

I ntroduction

Because of China's development in the field of operational risk management of commercial
banks is relatively new, banks generally lack the awareness and effective framework on operational
risk management. For Chinese commercial banks, it is necessary to establish valid models and
methods of operational risk management in order to effectively reduce the operational risk and get
the core competitiveness.

Due to the complexity of operational risk, we first describe the risk event in form of event tree,
according to the probability of risk arising from the process nodes. According to the transformation
principle of event tree to the Bayesian network, we classify the risks in the event tree, and
summarize four kinds of operation risk model framework. Then we add the nodes of risk control to
each kind of risk model. So, operational risk loss distribution can be estimated according to the
distribution of risk probability of different nodes. Next, we can exert reasonable control of each
node according to the existing Bayesian network structure. According to the desired control effect,
specific control scheme is proposed for each risk model, so as to achieve the overall operational risk
control effect.

In empirical study, we collect the loss data of operational risk of 20 commercial banks in recent
years, and classify the risks into four types, and calcul ate the probability of operational risks of each
type. Then the data is imported into Bayesian network, through the study of the loss distribution of
operational risk originated from several risk factors, we can make a rational control scheme to
eliminate or reduce the risk. Finally, the allocation of capital can be made according to the trade-off
between the control cost and risk event |oss.

Generally, the operator should first present the operational risk in the form of the event trees,
then the researchers can converted them to the form of Bayesian networks, in order to aggregate
calculations based on existing data. As the probability distribution of each node corresponds to a
Bayesian network can be analyzed, the current risk of loss distribution can be known. Reasonable
control, then in accordance with the reserved capital for each module on the risk of resistance in the
Bayesian network system can be put out. For instance, re-allocate the probability of operational risk,
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in order to get a more appropriate operational risk management method.

Operational Risk Control M odel

In this paper, we put forward an operational risk control model which combines the event tree
with the Bayesian network. The advantages of such operational risk management are as follows: By
event tree we can get a clearer understanding of the layout of the operational risk; and Bayesian
network model shows a very scientific distribution of the available data, and can produce a more
reasonabl e and convenient management method based on specific situation [1].

A. Event Tree Analysisof operational risk

Event tree analysis (Event Tree Analysis, referred to as ETA) originated in the decision tree
analysis (DTA), is a method for identification of root cause through the inference of possible
consequences from the initial event [2]. An accident is a collection of many events, these events
have logic relationship such as causality and sequence, which can form an event tree. This event
tree like aflow chart, can express the relations among events more clearly. Because the event tree is
simple and can be used in a wide range of areas, so it can be used in the framework of Bayesian
network structure model. The form of event treeislike figure 1.
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Fig.1. Event tree analysis

B. Transformation from Event tree to Bayesian network

Event tree and the Bayesian network are two complementary operational risk management
methods; we should pay attention to the relationship between the events during the transformation
process to make sure not to change the logic. The transformation from event tree into the Bayesian
network can be carried out according to the following steps:

Step 1: number each event involved in event tree, and map it into the Bayesian network
according to the logical relationship.

Step 2: analyze the status of each node.

Step 3: determine the topological structure of the Bayesian network according to the logic
relation between nodes.

Step 4:  determine the probability table of each node according to the topology structure.

C. Decomposition and combination Bayesian network

Different risk source may cause a variety of losses, but most loss can be classified, for example,
transaction events can be classified into internal source and external source, it is aso the two kinds
of risk source that cause all transaction failure, so this two kinds of failure jointly build a Bayesian
network, which ssimplifies the operational risk control and measurement. Meanwhile, the same risk
may also cause different loss, so it is necessary to make proper decomposition for too complex
event tree. The combination principleis asfollows:

Sub Bayesian network is independent of each other. Each sub network should have certain loss
results, these |osses can be classified.

The initial node should be independent of each other, so as to construct Bayesian network to
ensure that they can combine together to form a public Bayesian network.

Bayesian network is designed to classify the same type of loss events to achieve more effective

914



control. It not only can more clearly analyze the distribution of risk, but a'so can be more effective
in exerting control for the same operational risk types.

Empirical study

A. Data Collection

Since there is rarely official statistic data about operational risk of commercia banks in China,
our understanding of operational risk is mainly through the collection of public reported cases, from
2000 to 2009. Although occurrence of these operational risk cases is scattered and random, covering
various types of state-owned banks, joint-stock banks and city banks, it is still meaningful to do the
statistical analysis.

Based on the data obtained, and according to the risk type (4 types of risk) and business line (7
kinds of business line) of banks, we make a classification for the operation risk events according to
the reasons for the loss [3]. Here al the loss is mainly classified into four categories, including
internal processes of institutional factors, internal bank staff factors, external event factors and
system factors, which cover the risk control environment. Therefore, the probability of the each
factor can be obtained according to the loss data of the cases, as shown in tablel.

Tab.1. Probability table of four kinds of risk.

Risk Factors
L osstype Inner process Staff External events System
Lossvalue | 1145740.452 1584906.018 957911.9 14037.321
happen | 0.3094 0.4281 0.2587 0.0038
not 0.6906 0.5719 0.7413 0.9962

B. Initial variable selection

Bayesian network is relatively weak to control events with small probability, so we omit the loss
whose probability is less than 0.1 %. For example, in internal processes, risk loss caused by
institutional factors, product defects by banks, bank, business disputes and transaction pricing errors
is quite small; the loss accounts for a very small proportion in entire internal process factors,
therefore these nodes may be omitted. Then we get final Bayesian network diagram of the initia
variable. As shown in table 2.

Tab.2. Set of initial nodes of bayesian network

Causes of Category Initial node
Factorsof internal Violation of the rules, regulations and fiduciary duty
processes Unfair business and market behavior

Unauthorized authorization

Error monitoring and reporting

Customer information and account management

Staff factors Internal fraud

Internal theft

Corruption and bribery

Crime of money laundering

External eventsfactors Disaster / sudden event
External fraud
External theft
Industry disputes
The system factors System failure

System vulnerabilities defects

These initial variables must be independent of each other according to the requirements of the
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Bayesian network. In fact, the losses caused by some nodes are interrelated, such as violation of
rules and regulations and fiduciary duty, unfair business and market behavior and error monitoring
report; they are all caused by the bank's internal subjective behavior of employees. Therefore, in
order to better control these nodes, it is necessary to introduce a new intermediate variable node.

C. Intermediate variable selection

Probability distribution of intermediate variables can be calculated according to the data
classification. The selection of the state is set according to the number of occurrences and frequency
of eventsin the case. It is found that the loss of the event can be roughly divided into third grades:
not more than ten million, not less than 100 million, and in between.

Intermediate variable selection is based on the attribution of the initial nodes, such as
intermediate variable staff factorsin the internal processes is aviolation of the rules and regulations
and fiduciary duty, unfair business and market behavior, and error monitoring and reporting
together to form, so the losses of this intermediate node are caused by the three common causes of
R03, R04 and RO6. Like this, we make a reasonable classification according to the situation of the
whole data set. The intermediate variable node of the operational risk loss probability is shown in
figure 2.

D. Construct of Bayesian network diagram

According to the logic relationship of required initial node (ie, the key risk points) and
intermediate nodes, we can build up the structure of the Bayesian network. Since the Bayesian
network is not sensitive to node with small probability, we delete the node whose probability is less
than 0.1%. Thereby we obtain a Bayesian network structure of the bank's overall operational risk,
which is shown in Figure 2.
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Fig.2. Structure of Bayesian network

Simulation of Bayesian Networ k

The probability table above is the basic components of a Bayesian network, Bayesian network
structure is automatically generated by software HuginLite7.6. We can see the probability
distribution of each node through the layout of the node monitoring table [4], as shown in Figure 3.
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Fig.3.Node monitoring diagram
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The whole structure is decided by four factors of operational risk classification, and every kind
of factors is summarized into the total loss. The overall structure of Bayesian network graph can
clearly show the distribution of operationa risk, but the structure is too complex, the existing
HuginLite version is limited in the structure of network nodes and the state, so we divide the whole
network apart, and in this way we can study the conduction process and control measures for each
kind of operation risk, and can flexibly control according to the causes of the four categories.

Operational risk Control management of Bayesian network nodes

With Bayesian network structure, we can assign a value to each node, thereby obtaining the fina
loss situation. Vice versa, we can assign the value to final node according to the overall desired
control results, thereby obtaining the probability distribution of theinitial node [5].

If we want to get the final loss not more than 10 million, we must first ensure that the minimum
requirements for each of the key risk points. Probability of RO3 node shows that the proportion of
violation of rules and regulations and the fiduciary duty shall not exceed 18.43% in the interna
processes, which should reduce 5.57% from 24% of the initial. RO5 means that, the proportion of
loss due to violation of the authorization should not be higher than 1.54% in internal processes, a
0.21% lower than the initial 1.75%. RO6, error monitoring and reporting the loss probability should
be 0.5%, 11.85 % lower than the initia 22.35%. RO8 means the loss rate due to account
management misuse should decrease from 34.89% to 12.87%, a 22.02% decrease. In contrast, R04
means unfair business loss probability can be relaxed from the initial 15.6% to 16.26%, an increase
of 0.66%. This means, under the same capital requirement, we can relatively relax the control on R4,
while put more capital and effort to other areas such as R08, R06, which needs more control effort
to drop down the probability. The caseis shown in figure 4.
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Fig.4.Bayesian model diagram of the internal flow control

In order to make a reasonable alocation of internal control resources, we have to integrate
several sub-Bayesian networks and make a comprehensive diagram analysis. The sub Bayesian
network node can form a new a new Bayesian network. As shown in figure 5.
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Fig.5.Comprehensive loss control based on Bayesian network model

It can be seen from figure, if we want to let the total loss caused by operational risk keep at a
relatively low level, for instance, not greater than ten million, then the proportion of internal
processes caused by system factors loss must be below 31.08%; the loss caused by internal bank
staff factors below 58.88%; loss caused by external events below 3.58%; the risk of loss resulting
from the system error is reduced to less than 0.22%. This analysis gives quantitative analysis to
support the decision make to adopt concrete control measures to realize the desired risk level.

Conclusion

In this study, a new and effective method is presented to control of operational risk with
Bayesian Network. First, we establish the operational risk event tree, which demonstrate the risk
sources originated from the internal process of institutional factors, bank staff factors, External
factors as well as System factors. Second, we established the transformation mechanism from event
tree to the of Bayesian network, with which operationa risks of same type are merging into the
network nodes. Third, we constructed the operational risk control model based on Bayesian network.
Four types of operational risk are estimated respectively with operational risk control module,
which simplified the operational risk classification and control process and reach desired control
effect. Finally, we use empirical cases to apply this model and the results show that the model is
effective and practical.
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