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Abstract:  

Oblivious polynomial evaluation is a protocol involving 

two parties: a sender whose input is a polynomial 

and a receiver whose input is a value a . Most of 

existing Oblivious Polynomial Evaluation protocols 

were built based on some cryptographically intractable 

problems which made them a higher computation 

complexity. By using some random and hiding secure 

information in them, this paper presents an 

unconditionally secure oblivious polynomial evaluation 

protocol. It does not rely on any cryptographic 

assumption and involves only simple computation. 

Further, our protocol does not include any third party 

and is more practice.   

Keywords: Multi-party computation; oblivious transfer; 

oblivious polynomial evaluation; unconditional security  

 

1. Introduction 

Oblivious Polynomial Evaluation (OPE) [1] is a protocol 

including two parties: A sender who has a polynomial 

, a receiver who has a secret value . At the end 

of the protocol the receiver obtaines . The OPE 

safety requirements: after the protocol running 

completely, the sender cannot get any information of 

both and , while the receiver learned not more 

about than . As a two parties protocol 

Oblivious Polynomial Evaluation can be used in many 

applications such as protocols for private comparison of 

data, for mutually authenticated key exchange based on 

passwords, and for anonymous coupons. 

  Yao[2] and Goldreich, Micali, and Wigderson[3] 

proposed two OPE schemes by using a Boolean circuit 

to represent the function  f x and then simulating the 

computation of this circuit in some oblivious way. The 

computational or communicational overhead of their 

protocols depends linearly on the circuit size of the 

function f and so their protocols were far from being 

practical. Noar and Pinkas first considered a simple 

case where f is a polynomial over a finite field[1]. One 

is the existence of a secure 1-out-of-2 Oblivious 

Transfer protocol-OT [4, 5, 6] and the other is that Noisy 

Polynomial Interpolation Problem [7] is a difficult 

problems. However, it was later shown in [20] that the 

second assumption may be much weaker than expected.  

  Chang proposed three OPE schemes in [9]. The first 

two were based on 1-out-of-2 Oblivious Transfer 

protocol. The third one involved a trusted third party 

and was perfectly secure. Li also presented two OPE 

schemes in [18]. One was constructed by directly using 

1-out-of-n[19] and the other worked with the help of an 

untrusted third party. In [13-15], the authors constructed 

several unconditionally secure OPE schemes also by 

using a trusted off-line third party. Lindell and Pinkas[8] 

proposed another OPE protocol based on non-standard 

Decisional Diffie-Hellman(DDH) assumption which is 

yet to be well studied. The authors of [16] proposed an 

OPE protocol without using a third party. They claimed 

that their scheme was unconditionally secure. However, 

it has been proved not true[17].  

  Oblivious polynomial evaluation has been proved to 

be a useful building block, and can be used to solve 

numerous cryptographic problems; such as secure 

equality of strings, set intersection, comparing 

information, anonymous coupons, anonymous 

initialization for metering, approximation of a Taylor 

series, RSA key generation, oblivious keyword search 

and more [1,27].  

  The security of existing OPE protocols can be 

( )f x

( )f x a

( )f a

a ( )f a

( )f x ( )f a
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classified two types. The first is computational security 

and the second is unconditional security (also called 

information-theoretic security). For the first type, it is 

assumed that an attacker has only limited computational 

resources. For the second, the attacker has unlimited 

computational resources. 

  The goals of OPE can be summarized as follows: 

• Correctness: For any polynomial and any input, 

Bob always obtains the correct value after 

running the protocol. 

• Alice’s security: Bob learns nothing more about 

except what can be deduced from.  

• Bob’s security: Alice learns nothing about. 

  This paper presents a new unconditionally secure 

OPE protocol that involves neither a cryptographically 

intractable problem nor a third party. Our OPE protocol 

only needs simple operation and thus is more efficient.  

  The rest of this paper is organized as follows: Section 

2 gives our proposed OPE scheme. The security of our 

OPE scheme is analyzed in section 3. Section 4 

introduces the efficiency and section 5 concludes this 

paper. 

2. Our protocol 

 

2.1.  System Settings 

Set p as a big prime number and assume Alice has a 

polynomial  of  \ 0pZ . Bob has a 

secret value  \ 0pj Z . All the algorithm operation 

in this paper is in  except specification. 

2.2.  Protocol introduction 

Step1 Bob randomly selects 2, , , , ,0i ij R R r c i k   

in 
*

qZ , satisfying

0

0
k

i i

i

rc


 . Bob calculates 

1 0 1|| || ... || KY Y Y   where ,0i

i iY Rj r i k    . 

Set 
'

1 2 0 2|| ... || kR r R r  , sending 
'

1 1,   to Alice. 

Step2  Alice randomly selects a vector 

0( ... )k    by solving the equation 

1

0

0
k

i i

i

R r


 . Alice also randomly selects 

*

1 R pR Z  . Calculates and sends to Bob 

1 1

0

k

i i

i

R a Y


   . 

  Step3 Bob randomly selects
1 R pb Z . Calculates 

and sends to Alice
1

2 1 0 1 0r b c     . 

  Step4 Alice calculates and sends to Bob 

2 2 1 0 0R a     . 

  Step5 Bob randomly selects 
2 R pb Z . Calculates 

and sends to Alice
1

3 2 1 0 1 2 1( )b r r b c      . 

  Step6 Alice calculates and sends to Bob 

3 3 1 1 1R a     . 

  Step7 Bob randomly selects 
3 R pb Z . Calculates 

and sends to Alice
1

4 3 2 1 2 3 2( )b r r b c      . 

  Step8 Alice calculates and sends to Bob 

4 4 1 2 2R a     . 

  Step9 Bob randomly selects 
4 R pb Z . Calculates 

and sends to Alice 
1

5 4 3 2 3 4 3( )b r r b c      . 

  Step10 Alice calculates and sends to Bob 

5 5 1 3 3R a     . 

  Stepk+2 Bob calculates and sends to Alice 

1

2 1 1( )k k k k k kb r r c

       . 

  Stepk+3 Alice calculates and sends to Bob 

1

2 2 1 2( )k k k kR a R 

       . 

  After received 2k , Bob calculates 
1

2 1k kr R

  

which is equal to ( )f j . 

 

2.3.  Prove of correctness 

0

( )
k

i

i

i

f x a x




pZ
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Lemma 1: our protocol is correct if the parties are 

semi-honest. 

Prove: assume Alice and Bob are semi-honest, then 

having  

1

0 0 0 0

( )
k k k k

i

i i i i i i i

i i i i

aY R a j a r Rf j a r
   

        

1

2 1 0 1 0

1 1

0 1 1 0 1 0 1 0

1

( )
k

i i

i

r b c

r R Rf j R a R r a r b c



 



    

    

2 2 1 0 0

1 1

0 1 0 1 1 0 0

1

( )
k

i i

i

R a

r R Rf j r R a r b c



 



    

    
 

1

3 2 1 0 1 2 1

1 1 1

0 1 0 1 0 0 0 1

1

2 1

( )

( ( ) )
k

i i

i

b r r b c

r R Rf j r R a r c r r

b c





  



     

   

 

  

1 1 1

1 1 1 1 0 1 0 0

1

2 1

1 1

1 1 1 1 1 1

2

1

0 1 0 0 2 1

( ) ( )

( )

( )

k

i i

i

k

i i

i

r R Rf j r R a r r r c

b c

r R Rf j R a r R a r

r r c b c





  



 





   

 

  

   




  

3 3 1 1 1

1 1 1

1 1 1 1 0 1 0 0

2

2 1 1

( ) ( )
k

i i

i

R a

r R Rf j r R a r r r c

b c







  



    

   

  

  

1

4 3 2 1 2 3 2

1 1 1

1 1 1 1 0 1 0 0

2

1

1 1 1 2 3 2

1 1

2 1 1 2 2 1

3

1 1

0 2 0 0 1 2 1 1 3 2

( )

( ( ) ( )

)

( )

( ) ( )

k

i i

i

k

i i

i

b r r b c

r R Rf j r R a r r r c

c r r b c

r R Rf j R a r R a r

r r c r r c b c





 



  





 



 

     

   

   

  

     





1

2 1 1

1 1

1 1 0 0 0

1

1 1 1

( )

( ) ( ) ...

( )

k k k k k k

k k k

k k k k k

b r r c

r R Rf j R a r r c

r r c c







  

 



  

    

    

  

 

1

2 2 1 1

1 1

1 1 0 0 0

( )

( ( ) ( ) ...

k k k k

k k k

R a R

r R Rf j R a r r c







 

 

    

    

1 1

1 1 1 1 1

1 1 1

1 0 0 0

1 1 1

1 1 1 1 1

( ) )

( ) ( ) ...

( ) ( )

k k k k k k k

k k

k k k k k k

r r c c R a R

r Rf j R r r c

R r r c R c

 



 

 

  

  

  

  

    

   

   

 

  From 
1

0

0
k

i i

i

R r


  and 1 0R   we conclude

0

0
k

i i

i

r


 , then we can get the follow equation 

1 1 1 1

2 1 0 0 0

1 1 1 1

1 1 1 1 1

1

1 0 0 0

1 1

1 1 1 1 1

1

1

0

1 1

1 1

0 0

( ( ) ( ) ...

( ) ( ))

( ) ( ) ...

( ) ( )

( ) ( )

( )

k k k k

k k k k k k k

k k k k k k

k

i k k

i

k

i k i

i i

r R r Rf j R r r c

R r r c R c r R

f j RR r c

RR r c RR r c

f j RR r c

f j RR r RR r



 



 





   



   

  



 

  





 

 

    

   

   

   

  

  



 ( )
k

kc f j

 

3. Security analysis 

Lemma 2. Our protocol is unconditionally secure 

if the two parties are semi-honest. 

  Prove. First, we prove the Bob’s security. Through 

the protocol, what Alice can get are  2 4k   

equations 2 2 0,... , ,..., ,k kY Y   
0

0,i i

i k

r
 



0

0i i

i k

rc
 

 . (1) Alice cannot get any information 

about ( )f j  from 2 2,... k  , because from Alice 

view each , 2 2i i k      includes two randomly 

selected varies ,i ib c ; (2) Although Alice can get 

0 0 0 0

k k k k
i i

i i

i i i i

Y R j r R j
   

       from 1 , she 

cannot get any information about j  because the 

randomness of R . Also, as the random number of 

, 0ir i k     Alice cannot get any information about 

j  from ,0iY i k  ; (3) As the randomness of 2R  
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Alice cannot get information about , 0ir i k    from 

'

1 . Then we conclude that Alice cannot get 

information about j  from 
'

1 ; (4) Because there are 

total 3 4k   unknown quantities 

1 0 0,..., , ,..., , ,..., , ,k k kb b r r c c R j , Alice cannot get 

information from 2 4k   equations 

2 2 0

0 0

,... , ,..., , 0, 0k k i i i i

i k i k

Y Y r rc

   

     . 

From the above analysis we conclude that Bob is 

secure. 

  Second, we prove Alice’s security. (1) Obviously, 

Bob cannot get information about ,0i i k   from 

1 ; (2)  Bob cannot get any information about 

,0i i k    from 2 2k ,...,  because each 

2 2i i k      includes two unknown quantities 

2 2,i ia   ; (3) At the end of the protocol, Bob gets 

3k   equations 
1 2

0

, 0
k

k i i

i

r



  ,...,  which 

include 2 3k   unknown quantities 

2 , , ,0i iR a i k   , thus he cannot get any 

information about ,0i i k    from these 

equations. 

  From (1)(2)(3), we conclude that Alice is 

unconditionally secure. 

4. Efficiency analysis 

Compared with the most existing OPE protocol which 

need expensive computing on modular exponentiations, 

our protocol only need ( )O k  simple additions, 

subtractions and multiplications which is of more 

practicability than others. 

5. Conclusion 

In this paper we propose a new unconditionally secure 

oblivious polynomial evaluation protocol which does 

not rely on any cryptographic assumption. Also, our 

protocol only involves simple algorithm operation and 

does not include any third party which is more efficient. 
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