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Abstract—In order to deal with the problems that defense
measures are not been take into accounted and the return of
the unit cost in network security analysis, a active defense
strategies selection method for network mixed malicious
actions was proposed. Firstly, a network security mixed game
model was presented combined with the actual situation that
the utility of the players are not equal. Premise in the
classification of the mixed confront scenes, the utility function
was proposed with the return of the unit cost. Then, the
network mixed defense strategy selection algorithm was given
and the best strategy for defender was obtained by analyzing
the Nash equilibrium of the game model. Finally, a
representative example is given to illustrate the efficacy and
feasibility of the method on malicious actions prediction and
active defense strategy selection.
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l. INTRODUCTION

With the development of the network, the concept of
network security has been studied from passive defense to
active defense for early prediction. The defense effect
depends on the actions of the malicious behavior sponsors to
be taken. In order to get the best defense effect with limited
resources, it is important to select a reasonable defense
strategy.

Mutual influence of the network strategies is a
behavioral interactions, game theory can be used to analysis
this problem. In [1], the author introduced game theory to
heterogeneous complex military systems and describes how
to use game theory to analyze network security event. In [2],
the author gives a measure of analyze network security event
based on game theory, the confrontation between the
attacker and the defender was described as a double game
problem. In [3]-[4], an active defense method of network
security was proposed based on dynamic game theory. In [5],
the author proposed the concept of stochastic petri net
combined stochastic game with petri net. But the problem of
revenue quantify has not considered in all the literatures
above. In [6], the inherent harm of malicious behavior was
described by criticality and lethality. In [7], the author firstly
proposed a cost-sensitive model as the basis of response
decision. In [8], a network game model was proposed and
confrontation strategies were classified. The literatures
above assume that the malicious sponsor can launch
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independent malicious behavior, but not consider security
strategy under mixed malicious actions.

In response to these problems, a network defense
strategy for mixed malicious actions was proposed in this
paper. Firstly, modeling a network security mixed game
model and classifying the game scene, then analyzing the
utility function. By solving Non-zero-sum game, the optimal
defense strategy is obtained and malicious action is
predicted.

Il.  NETWORK SECURITY GAME MODEL

Network Security mixed Game Model (NSMG) is
represented by a four-tuple,

NSMG:{{Pa,Pd},{AMAj},{Sa,Sd},{Ua,Ud}}whose elements
are defined below:

(P,,P,) is the set of players is assumed to be where P,
represents the malicious behavior sponsors and
P, represents the defenders. A, is the set of mixed malicious

actions. A, =(A1,A:,---,A;“)where A: =(allaZ,...at)
represents the mixed malicious action; a&; represents the

independent malicious action; If ‘A:‘=1, the mixed
malicious action change to independent malicious action.

Similarly, A, :(%Afr",pﬁ)’ A =(d,d,,--d,).S,

is the set of mixed strategy over the action set A, .
S, = (8,8, S,) where s, =(p; (A), p; (A, p; (A)
Z p; (A;)=1, p; (A;)is the probability of choose A .
i

Similarly, to the defender, S, =(p,(A), Py (A},

< Py (A X b (AF) =1,
Ua :[u;ji:lmxn

behavior sponsor where u; represents the reward of

is the utility matrix of malicious


mailto:chenyongqiang919@163.com

malicious behavior sponsor when (A,, A;) was taken.

Similarly, for the defender, U, = [u,‘j ]

mxn

Il.  QUANTIFY THE UTILITY

A. The utility of independent action

In order to quantify the utility of players better, gives the
following definition;

Definition 1: Assert Value. The goal of network defense
is to ensure the security of network and different network
assets has different safety requirements. In this paper,

AV =(1,1,,1,) is the value of network asset on security

attribute (CIA) where (rl,rz,I’S) represents the value of

network asset in confidentiality, integrity and availability
respectively.

Definition 2: Malicious behavior type. Faced with
different goals, malicious behavior sponsor has different
attention of security attributes of network assert. In this

paper, Wiz(vvil,vviz,vvig),ogwij Sl,ZWij =1is the
i

type of malicious action where (Wi, W;,, W) represents

the attention degree on security attributes respectively.
Definition 3: Defensive rate. It reflects the probability of
defense action to prevent the malicious behavior

successfully. 4;,0<4; <1is the success probability that
defense action d; to malicious behavior @; . If defending

behavior is ineffective A4; =0 , if completely prevent

malicious action 4; =1 else 0< 4; <1.

There are many different definitions of utility functions.
In [8], the utility function is defined as the difference
between the benefits and costs. In order to reflect the effect
of unit cost, the utility function is defined as (benefit-cost)/
cost in this paper. Suppose the players take independent

action (&;,d;) , the corresponding expression for utility
functions is:

RG, x(1-4;)—Cost,

u, (a,d;)= Cost (1)
RG, = AV, < Wi x AS, ()
Costq = ZCaH + PNai 3)

RG is the reward of malicious action; AV, is the value
of the target assert of malicious action &, ; AS; is the
success rate of malicious action @, ; COStai is the cost of

independent malicious action &; which contains resource
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cost (ZCai ) and penalty cost (PNai ) when malicious
action was found.

RG, —(RG; x(1-4;))-Cost,
Costy,
Costy =PC, +NI &)

Costdj is the cost of independent defense action

Ug, (8,d;) = €

d i which mainly refers to the consumption of resources to

perform preventive measures ( PC ) and the negative

influence to the system (NI ) ; There are no relationship
between negative influence and malicious action, negative
influence is only with defense action.

B. The utility of mixed action

Assuming that all the independent actions are
independent of each other, the game can be divided into
three scenes:

e Scene 1:

action

The scene of independent malicious
a and mixed defense

action Af =(d,,d,,---d,) . The corresponding

defensive rate of mixed defense action s

6, :l—H(l—i,j) , the corresponding cost of
j

hybrid defense action is CX :Z:COS'[dJ . The

j
corresponding expression for utility function of

player is:
@A) RG; x(1-6, )—Cost, ;
u. (a, = i
s Cost, ©
RG, —(RG, x(1-6,))-Cj
Iy _ i i k d
uAIj (airAj)_ C(l; (7)
e Scene 2: The scene of mixed malicious action

A::(ai,az,---at) and independent defense

action d j - Because of the independence of the

malicious action, the game can be divided to several
games which two players take independent

malicious action &; and independent defense action
d i respectively. The corresponding expression for
utility function is:

uAg(Aak,dj)=Zt:uai(ai,dj) (8)
Z(RGi ~(Re x(1-4,)) - Cost,
U, (A, d)) =~ ©)

Cost,



e Scene 3: The scene of mixed malicious action
k

A =(a,8, )

action Ay =(d,,d,,--d,). It can be understood

as the combination of scene 1. The reward of mixed
malicious action is the sum of all the reward of

independent malicious action @, to mixed defense
action Ay =(d,,d,,--d,) .

expression for utility function is:

and mixed defense

The corresponding

uAg(AE,A!)=iua1.(aﬁ,A!) (10)
0 (AA) =3, @A) an

Through collecting the information of cost and resource
about the players, it can analyze whether the player have
enough resource to take some actions, so as to simplify the
state space, which is more consistent with the actual
situation. Assume that the largest resources players have are

S,, S, respectively, the cost to take mixed action for both
players of the game required to meet formula (9):
D Cost, <S,
i

12
2. Cost, <8, 12

i
Assume that the players of the game take mixed strategy

Sa :(pa(A;)’ pa(Aj)"“’ pa(A;n)) and Sq :(pd (Aﬁ)’

P, (A?),--+, p,(A)) respectively, the corresponding
expression for mixed utility function is:

m . n . . .
Ua (Sa,Sd ) = Z pa(Aeli)Z pd (Adj)ua('%' Adj)
i=1 j=1
n Com _ (13
Ug (82:84) = Pa (AD P, (A)uy (AL AY)
j=1 i=1
The cost of both players can be measured by investment
of technology, money and time et al, and the reward can be

measured from material and psychological. In this paper,
cost and reward of players are abstracted as money.

C. Nash Equilibrium
If players of the game take mixed strategy(sz,ss),

(S;,S;) is Nash Equilibrium if and only if it satisfies
formula (14):

u, (s5.55) 2, (s,.5;) Vs, €8,
14
S1)> U, (s5.84) Vs, €8, o
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In [9], the author has proved that any game of finite
strategy has one mixed strategy Nash Equilibrium at least.
Because of the numbers of actions in NSMG are limited,
correspondingly the strategy game is limited. So the
NSMG has one mixed strategy Nash Equilibrium at least.
When reach the Nash Equilibrium, it can’t get more profits
from change strategy unilaterally.

IV. MIXED STRATEGY GAME SOLUTION

It has been proved that NSMG has a non-empty set of
optimal strategy for each player. Combining reward
quantization method, we obtain the optimal defense strategy
selection algorithm:

Input: Network Security Game Model NSMG

Output: active defense strategy S, , S,

stepl. Initialize NSMG

step2. Modeling A, , A, with independent action of both

players
step3. compute the independent

U, (&,d;).u, (a,d;) by (1)-(5)
stepd. compute the mixed utility function
u, (ajvdj),udj (a,d;) by (6)-(11) and payoff matrix U,,,U, .

step5. The optimal mixed strategy can be obtained by
solving the following linear program:

maxt (S,,5,,U,.U;) =3 Y b, (A) p, (A, (A, AY)

utility function

F2 3 (AP (AU, (A AD -,

n

YU (s s)pd <y, i=12,m

1
DU (S, 5P, <V, ]
i=1
2 Cost, <C,, > Cost, <C,
i j

Yop=1) pi=1
i=1 j=t

Step6. Analysis of the Nash Equilibrium and predict the
malicious action which is most likely happen, then
determine the active defense strategy.

1,2’...,n

V.

Use the following network to illustrate NSMG . The
topology of the network is show in Fig. 1. The goal of
malicious behavior sponsors is to intrude the database server.
The database server has opened the service of e-mail and
FTP. The rule of firewall is that the host in LAN1 only with
root privilege to Ftp service and the host in LAN2 only with
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root privilege to e-mail service. The malicious behavior
sponsors scan the target network to find vulnerabilities in
Database server (CVE-2004-0159\CVE-2004-0148) and
hosts (CVE-2002-0836\CVE-2002-0838 in hostl; CVE-
2002-0083 in host2). Then the malicious behavior sponsors
can use the vulnerabilities to get root privilege and intrude
the database server further more. The information of the
actions of two players is shown in Table | and Table II. The
information of opposite action is shown in Table Il1.

Internet

Host2

Host1

Attacker

Host3

Host4

Figure 1. The topology of the network

TABLE I. INFORMATION OF MALICIOUS ACTION
Symbol Act Action AS w ZC PN
al éﬁgCheCh””kEd' 06 | (030502 | 500 | 200
a2 Wu- 0.8 (0.1,0.6,0.3) 600 | 200
FtpdSockPrintf() S
a3 FTP Bounce 0.5 (0.6,0.2,0.2) 400 | 200
TABLE I1. INFORMATION OF DEFENSE ACTION
Symbol Defense Action PC NI
di Patch Ftp. rhost on Smtp Sever 600 200
d2 Close rsh on Smtp Sever 500 200
d3 Close rsh on Ftp Sever 300 300
d4 restart ftpd 400 100
TABLE III. INFORMATION OF OPPOSITE ACTION
Act Action Defense Action A
al di 0.6
d2 0.4
d2 0.2
a2 d3 0.7
d4 0.6
di 0.3
a3 d3 0.9
d4 0.5

In order to simplify the analysis, assume that tHe assert
value of all the hosts is (3000, 4000, 2000), resource of
players are 2000. In the condition of infinite resource,

A =(2,8,,8;,8,(a,,).(8,8,),(a,,8,),(a,8,,8,)) Co
nsidering the constraints of resource to players, some mixed
action can’t be taken,

A =(a,a,,8,,8,(a,a,),(a,8,), (2, 8,)) Similarly,
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A :(dlidz’dsidmds'(dlfdz)’(dl’ds)’(d1'd4)v(d21d3)1
(d,,d,),(d,,d,),(d,,d;,d,)) . The utility matrixs of

two players are shown in Fig. 2 and Fig. 3:

U, (A 3 3, @) (@) ()
d, 013 23 075 226 0.88 305
d, 069 164 15 233 219 3.14
d; 183 001 075 182 108 076
d, 183 0.32 0.25 2.15 208 057
(d,d)) | 032 164 0.75 132 043 2.39
(d,d)) | 013 001 08 012 -07 -0.84
(dd) | 013 032  -013 045 0 0.19
(dd) | 068 021 075 047 007 0%
(d,d,) | 068 0.06 025 0.74 093 031
(dd) | 182 -06  -08 176 09 146
(d,dy,d) | 068 068 086 0 018 -154
Figure 2. The utility matrix of malicious behavior sponsors
U A 3, N @) (@) (@)
d, 048 -1 044 049 105 -044
d, 013 -0.25 -1 0.89 013 0.5
d; -1 208 125 208 125 433
d, -1 217 05 217 05 367
(d.d) | o003 065 07 138 118 -069
(dd) | —015 032 -0004 257 225 3.89
(d.d) | 009 02 025 266 155 33
(dd) | -039 054 0.04 297 138 408
(d,d,) | -034 045 038 306 063 342
(d;.d,) -1 1 030 425 175 8
(d,dpd) | 056 033  -021  -023 188 175

Figure 3. The utility matrix of defender

If both players take independent action against each
other, s, =(0.538,0,462,0),s, =(0.682,0,0,0.312) . we

can see that the most likely action isa, . If both players take

mixed action against each other,
s, =(0,0.238,0,0.762,0,0),s, =(0,0,0,0.186,0,0,0,0,

0.814,0,0) . It reflects that malicious behavior sponsor

selected mixed action in order to improve the reward of unit
cost.

VI.

In this paper, the network security is abstracted as non-
cooperate game model combined with the actual situation of
network. In the view of network security attribute, describe
utility function with the ratio of reward and cost. The
optimal defense strategy selection algorithm is given. The

result of the experiment shows that NSMG is efficacy in
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malicious action prediction and active defense strategy
selection.
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